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Summary

CVE CVE-2010-0584

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-03-25 21:00:00 UTC

Updated 2010-07-13 05:50:00 UTC

Description Unspecified vulnerability in Cisco IOS 12.4, when NAT SCCP fragmentation support is enabled, allows remote attackers to cause a denial of service (device reload) via crafted Skinny Client Control Protocol (SCCP) packets, aka Bug ID CSCsy09250.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Cisco Ios 12.4gc All All All

Operating System Cisco Ios 12.4md All All All

Operating System Cisco Ios 12.4mda All All All

Operating System Cisco Ios 12.4sw All All All

Operating System Cisco Ios 12.4t All All All

Operating System Cisco Ios 12.4xe All All All

Operating System Cisco Ios 12.4xf All All All

Operating System Cisco Ios 12.4xg All All All

Operating System Cisco Ios 12.4xj All All All

Operating System Cisco Ios 12.4xk All All All

Operating System Cisco Ios 12.4xl All All All

Operating System Cisco Ios 12.4xm All All All

Operating System Cisco Ios 12.4xn All All All

Operating System Cisco Ios 12.4xp All All All

Operating System Cisco Ios 12.4xq All All All

Operating System Cisco Ios 12.4xr All All All

Operating System Cisco Ios 12.4xt All All All
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Operating System Cisco Ios 12.4xt All All All

Operating System Cisco Ios 12.4xv All All All

Operating System Cisco Ios 12.4xw All All All

Operating System Cisco Ios 12.4xy All All All

Operating System Cisco Ios 12.4xz All All All

Operating System Cisco Ios 12.4ya All All All

Operating System Cisco Ios 12.4yb All All All

Operating System Cisco Ios 12.4yd All All All

Operating System Cisco Ios 12.4ye All All All

Operating System Cisco Ios 12.4yg All All All

Operating System Cisco Ios 12.4gc All All All

Operating System Cisco Ios 12.4md All All All

Operating System Cisco Ios 12.4mda All All All

Operating System Cisco Ios 12.4sw All All All

Operating System Cisco Ios 12.4t All All All

Operating System Cisco Ios 12.4xe All All All

Operating System Cisco Ios 12.4xf All All All

Operating System Cisco Ios 12.4xg All All All

Operating System Cisco Ios 12.4xj All All All

Operating System Cisco Ios 12.4xk All All All

Operating System Cisco Ios 12.4xl All All All

Operating System Cisco Ios 12.4xm All All All

Operating System Cisco Ios 12.4xn All All All

Operating System Cisco Ios 12.4xp All All All

Operating System Cisco Ios 12.4xq All All All

Operating System Cisco Ios 12.4xr All All All

Operating System Cisco Ios 12.4xt All All All

Operating System Cisco Ios 12.4xv All All All

Operating System Cisco Ios 12.4xw All All All

Operating System Cisco Ios 12.4xy All All All

Operating System Cisco Ios 12.4xz All All All

Operating System Cisco Ios 12.4ya All All All

Operating System Cisco Ios 12.4yb All All All

Operating System Cisco Ios 12.4yd All All All

Operating System Cisco Ios 12.4ye All All All

Operating System Cisco Ios 12.4yg All All All
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References

Reference Source Link

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

Cisco Security Advisory: Cisco IOS Software NAT Skinny Call Control Protocol Vulnerability - Cisco Systems CISCO www.cisco.com

Cisco IOS NAT SCCP Fragmentation Denial of Service - Advisories - Community SECUNIA secunia.com

SecurityTracker.com Archives - Cisco IOS Skinny NAT Bug Lets Remote Users Deny Service SECTRACK www.securitytracker.com

63187 OSVDB osvdb.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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