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Summary

CVE CVE-2010-0593

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-04-22 14:30:00 UTC

Updated 2017-08-17 01:32:00 UTC

Description The Cisco RVS4000 4-port Gigabit Security Router before 1.3.2.0, PVC2300 Business Internet Video Camera before 1.1.2.6, WVC200 Wireless-G PTZ Internet Video Camera before 1.1.1.15, WVC210 Wireless-G PTZ Internet Video Camera before 1.1.1.15, and WVC2300 Wireless-G Business Internet Video Camera before 1.1.2.6 do not properly restrict read access to passwords, which allows context-dependent attackers to obtain sensitive information, related to (1) access by remote authenticated users to a PVC2300 or WVC2300 via a crafted URL, (2) leveraging setup privileges on a WVC200 or WVC210, and (3) leveraging administrative privileges on an RVS4000, aka Bug ID CSCte64726.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Cisco Pvc2300 All All All All

Hardware Cisco Rvs4000 1.3.0.5 All All All

Hardware Cisco Rvs4000 1.3.0.5 All All All

Hardware Cisco Rvs4000 All All All All

Hardware Cisco Wvc200 1.1.0.12 All All All

Hardware Cisco Wvc200 1.1.0.12 All All All

Hardware Cisco Wvc200 All All All All

Hardware Cisco Wvc210 1.1.0.12 All All All

Hardware Cisco Wvc210 1.1.0.12 All All All

Hardware Cisco Wvc210 All All All All

Hardware Cisco Wvc2300 All All All All
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63978

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Cisco Small Business Video Surveillance Cameras & 4-Port Router Authentication Bypass Vulnerability

SecurityTracker.com Archives - Cisco Video Surveillance Camera Discloses Passwords to Remote Authenticated Users

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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