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Summary

CVE CVE-2010-0596

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-05-27 19:30:00 UTC

Updated 2010-06-13 19:16:00 UTC

Description Unspecified vulnerability in Cisco Mediator Framework 2.2 before 2.2.1.dev.1 and 3.0 before 3.0.9.release.1 on the Cisco Network Building Mediator NBM-2400 and NBM-4800 and the Richards-Zeta Mediator 2500 allows remote authenticated users to read or modify the device configuration, and gain privileges, via a (1) HTTP or (2) HTTPS request, aka Bug ID CSCtb83607.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cisco Mediator Framework 2.2 All All All

Application Cisco Mediator Framework 3.0.8 All All All

Application Cisco Mediator Framework 2.2 All All All

Application Cisco Mediator Framework 3.0.8 All All All

Hardware Cisco Network Building Mediator Nbm-2400 All All All All

Hardware Cisco Network Building Mediator Nbm-2400 All All All All

Hardware Cisco Network Building Mediator Nbm-4800 All All All All

Hardware Cisco Network Building Mediator Nbm-4800 All All All All

Hardware Cisco Richards-zeta Mediator 2500 All All All All

Hardware Cisco Richards-zeta Mediator 2500 All All All All
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Cisco Security Advisory: Multiple Vulnerabilities in Cisco Network Building Mediator - Cisco Systems

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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