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Heap-based buffer overflow in the rmt_read___ function in lib/rtapelib.c in the rmt client functionality in GNU tar before 1.23 ¢

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)
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Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
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Application

Application

Vendor Product Version Update Edition Language
Gnu Cpio 1.0 All All All
Gnu Cpio 1.1 All All All
Gnu Cpio 1.2 All All All
Gnu Cpio 1.3 All All All
Gnu Cpio 2.4-2 All All All
Gnu Cpio 2.5 All All All
Gnu Cpio 2.5.90 All All All
Gnu Cpio 2.6 All All All
Gnu Cpio 2.7 All All All
Gnu Cpio 2.8 All All All
Gnu Cpio 2.9 All All All
Gnu Cpio 1.0 All All All
Gnu Cpio 1.1 All All All
Gnu Cpio 1.2 All All All
Gnu Cpio 1.3 All All All
Gnu Cpio 2.4-2 All All All
Gnu Cpio 25 All All All
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[SECURITY] Fedora 12 Update: tar-1.22-12.fc12

Webmail - OVH

Gentoo Linux Documentation -- GNU Tar: User-assisted execution of arbitrary code
[security-announce] SUSE Security Summary Report: SUSE-SR:2010:011

Fedora 12 Update: cpio-2.10-4.fc12

62950

564368 — (CVE-2010-0624) CVE-2010-0624 tar, cpio: Heap-based buffer overflow by expanding a specially-crafted archive

AG Rechnersicherheit: GNU tar/cpio

Support

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
issues.rpath.com/browse/RPL-3219

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Support

Juniper Networks - 2015-10 Security Bulletin: CTPView: Multiple Vulnerabilities in CTPView
USN-2456-1: GNU cpio vulnerabilities | Ubuntu

2015-07 Security Bulletin: CTPView: Multiple vulnerabilities in CTPView - Juniper Networks
CVE Program record

NVD vulnerability detail

4 |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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