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Summary

CVE CVE-2010-0643

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-02-18 18:00:00 UTC

Updated 2017-09-19 01:30:00 UTC

Description Google Chrome before 4.0.249.89 attempts to make direct connections to web sites when all configured proxy servers are unavailable, which allows remote HTTP servers to obtain potentially sensitive information about the identity of a client user via standard HTTP logging, as demonstrated by a proxy server that was configured for the purpose of anonymity.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Google Chrome 0.2.149.27 All All All

Application Google Chrome 0.2.149.29 All All All

Application Google Chrome 0.2.149.30 All All All

Application Google Chrome 0.2.152.1 All All All

Application Google Chrome 0.2.153.1 All All All

Application Google Chrome 0.3.154.0 All All All

Application Google Chrome 0.3.154.3 All All All

Application Google Chrome 0.4.154.18 All All All

Application Google Chrome 0.4.154.22 All All All

Application Google Chrome 0.4.154.31 All All All

Application Google Chrome 0.4.154.33 All All All

Application Google Chrome 1.0.154.36 All All All

Application Google Chrome 1.0.154.39 All All All

Application Google Chrome 1.0.154.42 All All All

Application Google Chrome 1.0.154.43 All All All

Application Google Chrome 1.0.154.46 All All All

Application Google Chrome 1.0.154.48 All All All
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Application Google Chrome 1.0.154.48 All All All

Application Google Chrome 1.0.154.52 All All All

Application Google Chrome 1.0.154.53 All All All

Application Google Chrome 1.0.154.59 All All All

Application Google Chrome 1.0.154.65 All All All

Application Google Chrome 2.0.156.1 All All All

Application Google Chrome 2.0.157.0 All All All

Application Google Chrome 2.0.157.2 All All All

Application Google Chrome 2.0.158.0 All All All

Application Google Chrome 2.0.159.0 All All All

Application Google Chrome 2.0.169.0 All All All

Application Google Chrome 2.0.169.1 All All All

Application Google Chrome 2.0.170.0 All All All

Application Google Chrome 2.0.172 All All All

Application Google Chrome 2.0.172.2 All All All

Application Google Chrome 2.0.172.27 All All All

Application Google Chrome 2.0.172.28 All All All

Application Google Chrome 2.0.172.30 All All All

Application Google Chrome 2.0.172.31 All All All

Application Google Chrome 2.0.172.33 All All All

Application Google Chrome 2.0.172.37 All All All

Application Google Chrome 2.0.172.38 All All All

Application Google Chrome 2.0.172.8 All All All

Application Google Chrome 3.0.182.2 All All All

Application Google Chrome 3.0.190.2 All All All

Application Google Chrome 3.0.193.2 beta All All

Application Google Chrome 3.0.195.21 All All All

Application Google Chrome 3.0.195.24 All All All

Application Google Chrome 3.0.195.32 All All All

Application Google Chrome 3.0.195.33 All All All

Application Google Chrome 0.2.149.27 All All All

Application Google Chrome 0.2.149.29 All All All

Application Google Chrome 0.2.149.30 All All All

Application Google Chrome 0.2.152.1 All All All

Application Google Chrome 0.2.153.1 All All All

Application Google Chrome 0.3.154.0 All All All
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Application Google Chrome 0.3.154.3 All All All

Application Google Chrome 0.4.154.18 All All All

Application Google Chrome 0.4.154.22 All All All

Application Google Chrome 0.4.154.31 All All All

Application Google Chrome 0.4.154.33 All All All

Application Google Chrome 1.0.154.36 All All All

Application Google Chrome 1.0.154.39 All All All

Application Google Chrome 1.0.154.42 All All All

Application Google Chrome 1.0.154.43 All All All

Application Google Chrome 1.0.154.46 All All All

Application Google Chrome 1.0.154.48 All All All

Application Google Chrome 1.0.154.52 All All All

Application Google Chrome 1.0.154.53 All All All

Application Google Chrome 1.0.154.59 All All All

Application Google Chrome 1.0.154.65 All All All

Application Google Chrome 2.0.156.1 All All All

Application Google Chrome 2.0.157.0 All All All

Application Google Chrome 2.0.157.2 All All All

Application Google Chrome 2.0.158.0 All All All

Application Google Chrome 2.0.159.0 All All All

Application Google Chrome 2.0.169.0 All All All

Application Google Chrome 2.0.169.1 All All All

Application Google Chrome 2.0.170.0 All All All

Application Google Chrome 2.0.172 All All All

Application Google Chrome 2.0.172.2 All All All

Application Google Chrome 2.0.172.27 All All All

Application Google Chrome 2.0.172.28 All All All

Application Google Chrome 2.0.172.30 All All All

Application Google Chrome 2.0.172.31 All All All

Application Google Chrome 2.0.172.33 All All All

Application Google Chrome 2.0.172.37 All All All

Application Google Chrome 2.0.172.38 All All All

Application Google Chrome 2.0.172.8 All All All

Application Google Chrome 3.0.182.2 All All All

Application Google Chrome 3.0.190.2 All All All

Application Google Chrome 3.0.193.2 beta All All
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Application Google Chrome 3.0.193.2 beta All All

Application Google Chrome 3.0.195.21 All All All

Application Google Chrome 3.0.195.24 All All All

Application Google Chrome 3.0.195.32 All All All

Application Google Chrome 3.0.195.33 All All All

Application Google Chrome All All All All
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Google Chrome prior to 4.0.249.89 Multiple Security Vulnerabilities

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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