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Summary

CVE CVE-2010-0653

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-02-18 18:00:00 UTC

Updated 2010-09-21 05:46:00 UTC

Description Opera before 10.10 permits cross-origin loading of CSS stylesheets even when the stylesheet download has an incorrect MIME type and the stylesheet document is malformed, which allows remote attackers to obtain sensitive information via a crafted document.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Opera Opera Browser All All All All

Application Opera Opera Browser All All All All

References

Reference Source Link

Issue 9877 - chromium - Security: cross domain thefts via CSS string property injection - Project Hosting on Google Code MISC code.google.com

[security-announce] SUSE Security Summary Report: SUSE-SR:2010:014 SUSE lists.opensuse.org

websec.sv.cmu.edu/css/css.pdf MISC websec.sv.cmu.edu

Security: Generic cross-browser cross-domain theft MISC scarybeastsecurity.blogspot.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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