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Summary

CVE CVE-2010-0659

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-02-18 18:00:00 UTC

Updated 2017-09-19 01:30:00 UTC

Description The image decoder in WebKit before r52833, as used in Google Chrome before 4.0.249.78, does not properly handle a failure of memory allocation, which allows remote attackers to execute arbitrary code in the Chrome sandbox via a malformed GIF file that specifies a large size.

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apple Webkit All All All All

Application Google Chrome 0.2.149.27 All All All

Application Google Chrome 0.2.149.29 All All All

Application Google Chrome 0.2.149.30 All All All

Application Google Chrome 0.2.152.1 All All All

Application Google Chrome 0.2.153.1 All All All

Application Google Chrome 0.3.154.0 All All All

Application Google Chrome 0.3.154.3 All All All

Application Google Chrome 0.4.154.18 All All All

Application Google Chrome 0.4.154.22 All All All

Application Google Chrome 0.4.154.31 All All All

Application Google Chrome 0.4.154.33 All All All

Application Google Chrome 1.0.154.36 All All All

Application Google Chrome 1.0.154.39 All All All

Application Google Chrome 1.0.154.42 All All All

Application Google Chrome 1.0.154.43 All All All

Application Google Chrome 1.0.154.46 All All All

https://cve.report/
https://cve.report/CVE-2010-0659/mitre
https://cve.report/CVE-2010-0659/nist
https://cve.report/CVE-2010-0659/cve_org
https://cve.report/api/cve/CVE-2010-0659.json
https://cve.report/CVE-2010-0659.pdf
http://cve.report/vendor/apple
http://cve.report/software/apple/webkit
http://cve.report/vendor/google
http://cve.report/software/google/chrome
http://cve.report/vendor/google
http://cve.report/software/google/chrome
http://cve.report/vendor/google
http://cve.report/software/google/chrome
http://cve.report/vendor/google
http://cve.report/software/google/chrome
http://cve.report/vendor/google
http://cve.report/software/google/chrome
http://cve.report/vendor/google
http://cve.report/software/google/chrome
http://cve.report/vendor/google
http://cve.report/software/google/chrome
http://cve.report/vendor/google
http://cve.report/software/google/chrome
http://cve.report/vendor/google
http://cve.report/software/google/chrome
http://cve.report/vendor/google
http://cve.report/software/google/chrome
http://cve.report/vendor/google
http://cve.report/software/google/chrome
http://cve.report/vendor/google
http://cve.report/software/google/chrome
http://cve.report/vendor/google
http://cve.report/software/google/chrome
http://cve.report/vendor/google
http://cve.report/software/google/chrome
http://cve.report/vendor/google
http://cve.report/software/google/chrome
http://cve.report/vendor/google
http://cve.report/software/google/chrome


Application Google Chrome 1.0.154.46 All All All

Application Google Chrome 1.0.154.48 All All All

Application Google Chrome 1.0.154.52 All All All

Application Google Chrome 1.0.154.53 All All All

Application Google Chrome 1.0.154.59 All All All

Application Google Chrome 1.0.154.65 All All All

Application Google Chrome 2.0.156.1 All All All

Application Google Chrome 2.0.157.0 All All All

Application Google Chrome 2.0.157.2 All All All

Application Google Chrome 2.0.158.0 All All All

Application Google Chrome 2.0.159.0 All All All

Application Google Chrome 2.0.169.0 All All All

Application Google Chrome 2.0.169.1 All All All

Application Google Chrome 2.0.170.0 All All All

Application Google Chrome 2.0.172 All All All

Application Google Chrome 2.0.172.2 All All All

Application Google Chrome 2.0.172.27 All All All

Application Google Chrome 2.0.172.28 All All All

Application Google Chrome 2.0.172.30 All All All

Application Google Chrome 2.0.172.31 All All All

Application Google Chrome 2.0.172.33 All All All

Application Google Chrome 2.0.172.37 All All All

Application Google Chrome 2.0.172.38 All All All

Application Google Chrome 2.0.172.8 All All All

Application Google Chrome 3.0.182.2 All All All

Application Google Chrome 3.0.190.2 All All All

Application Google Chrome 3.0.193.2 beta All All

Application Google Chrome 3.0.195.21 All All All

Application Google Chrome 3.0.195.24 All All All

Application Google Chrome 3.0.195.32 All All All

Application Google Chrome 3.0.195.33 All All All

Application Google Chrome 4.0.244.0 All All All

Application Google Chrome 0.2.149.27 All All All

Application Google Chrome 0.2.149.29 All All All

Application Google Chrome 0.2.149.30 All All All

Application Google Chrome 0.2.152.1 All All All
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Application Google Chrome 0.2.153.1 All All All

Application Google Chrome 0.3.154.0 All All All

Application Google Chrome 0.3.154.3 All All All

Application Google Chrome 0.4.154.18 All All All

Application Google Chrome 0.4.154.22 All All All

Application Google Chrome 0.4.154.31 All All All

Application Google Chrome 0.4.154.33 All All All

Application Google Chrome 1.0.154.36 All All All

Application Google Chrome 1.0.154.39 All All All

Application Google Chrome 1.0.154.42 All All All

Application Google Chrome 1.0.154.43 All All All

Application Google Chrome 1.0.154.46 All All All

Application Google Chrome 1.0.154.48 All All All

Application Google Chrome 1.0.154.52 All All All

Application Google Chrome 1.0.154.53 All All All

Application Google Chrome 1.0.154.59 All All All

Application Google Chrome 1.0.154.65 All All All

Application Google Chrome 2.0.156.1 All All All

Application Google Chrome 2.0.157.0 All All All

Application Google Chrome 2.0.157.2 All All All

Application Google Chrome 2.0.158.0 All All All

Application Google Chrome 2.0.159.0 All All All

Application Google Chrome 2.0.169.0 All All All

Application Google Chrome 2.0.169.1 All All All

Application Google Chrome 2.0.170.0 All All All

Application Google Chrome 2.0.172 All All All

Application Google Chrome 2.0.172.2 All All All

Application Google Chrome 2.0.172.27 All All All

Application Google Chrome 2.0.172.28 All All All

Application Google Chrome 2.0.172.30 All All All

Application Google Chrome 2.0.172.31 All All All

Application Google Chrome 2.0.172.33 All All All

Application Google Chrome 2.0.172.37 All All All

Application Google Chrome 2.0.172.38 All All All

Application Google Chrome 2.0.172.8 All All All

Application Google Chrome 3.0.182.2 All All All
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Application Google Chrome 3.0.182.2 All All All

Application Google Chrome 3.0.190.2 All All All

Application Google Chrome 3.0.193.2 beta All All

Application Google Chrome 3.0.195.21 All All All

Application Google Chrome 3.0.195.24 All All All

Application Google Chrome 3.0.195.32 All All All

Application Google Chrome 3.0.195.33 All All All

Application Google Chrome 4.0.244.0 All All All

Application Google Chrome All All All All

References

Reference Source

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

Changeset 52833 – WebKit CONFIRM

SecurityTracker.com Archives - Google Chrome Bugs Let Remote Users Execute Arbitrary Code, Deny Service, and Obtain Information. SECTRACK

Access Denied CONFIRM

Issue 28566 - chromium - Security: Crash when opening a corrupted GIF image - Project Hosting on Google Code CONFIRM

The Chromium Projects: Chromium Security Bugs CONFIRM

Repository / Oval Repository OVAL

Google Chrome Releases: Stable Channel Update CONFIRM

[security-announce] SUSE Security Summary Report: SUSE-SR:2011:002 SUSE

SUSE update for Multiple Packages - Secunia.com SECUNIA

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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