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CVE CVE-2010-0661
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback
Published 2010-02-18 18:00:01 UTC
Updated 2026-04-29 01:13:23 UTC

Description WebCore/bindings/v8/custom/V8DOMWindowCustom.cpp in WebKit before r52401, as used in Google Chrome before 4.0.

/ |

Risk And Classification

Primary CVSS: v2.0 6.8 from nvd@nist.gov

AV:N/AC:M/Au:N/C:P/I:P/A:P

Problem Types: CWE-264 | n/a

CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apple Webkit 52400 Al Al Al


https://cve.report/
https://cve.report/CVE-2010-0661/mitre
https://cve.report/CVE-2010-0661/nist
https://cve.report/CVE-2010-0661/cve_org
https://cve.report/api/cve/CVE-2010-0661.json
https://cve.report/CVE-2010-0661.pdf
http://cve.report/vendor/apple
http://cve.report/software/apple/webkit
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Application Google Chrome 2.0.172.37 All All All
Application Google Chrome 2.0.172.38 All All All
Application Google Chrome 2.0.172.8 All All All
Application Google Chrome 3.0.182.2 All All All
Application Google Chrome 3.0.190.2 All All All
Application Google Chrome 3.0.193.2 beta All All
Application Google Chrome 3.0.195.21 All All All
Application Google Chrome 3.0.195.24 All All All
Application Google Chrome 3.0.195.32 All All All
Application Google Chrome 3.0.195.33 All All All
Application Google Chrome 4.0.244.0 All All All
Application Google Chrome All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Sc
SUSE update for Multiple Packages - Secunia.com afi
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH aft
SecurityTracker.com Archives - Google Chrome Bugs Let Remote Users Execute Arbitrary Code, Deny Service, and Obtain Information.  afi
Repository / Oval Repository afi
Flock — A Secure Team Communication App aft
Changeset 52401 — WebKit aft
Access Denied aft
[security-announce] SUSE Security Summary Report: SUSE-SR:2011:002 aft
The Chromium Projects: Chromium Security Bugs aft
Google Chrome Releases: Stable Channel Update aft
Issue 30660 - chromium - window.open() Method Javascript Same-Origin Policy Violation - Project Hosting on Google Code aft
CVE Program record C\
NVD vulnerability detail N\
A

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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