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Summary

CVE CVE-2010-0705

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-02-25 18:30:00 UTC

Updated 2018-10-10 19:53:00 UTC

Description Aavmker4.sys in avast! 4.8 through 4.8.1368.0 and 5.0 before 5.0.418.0 running on Windows 2000 and XP does not properly validate input to IOCTL 0xb2d60030, which allows local users to cause a denial of service (system crash) or execute arbitrary code to gain privileges via IOCTL requests using crafted kernel addresses that trigger memory corruption.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Avast Avast Antivirus Home 4.8.1169 All windows All

Application Avast Avast Antivirus Home 4.8.1195 All windows All

Application Avast Avast Antivirus Home 4.8.1201 All windows All

Application Avast Avast Antivirus Home 4.8.1227 All windows All

Application Avast Avast Antivirus Home 4.8.1229 All windows All

Application Avast Avast Antivirus Home 4.8.1282 All windows All

Application Avast Avast Antivirus Home 4.8.1290 All windows All

Application Avast Avast Antivirus Home 4.8.1296 All windows All

Application Avast Avast Antivirus Home 4.8.1335 All windows All

Application Avast Avast Antivirus Home 4.8.1351 All windows All

Application Avast Avast Antivirus Home 4.8.1368.0 All windows All

Application Avast Avast Antivirus Home 4.8.1169 All windows All

Application Avast Avast Antivirus Home 4.8.1195 All windows All

Application Avast Avast Antivirus Home 4.8.1201 All windows All

Application Avast Avast Antivirus Home 4.8.1227 All windows All

Application Avast Avast Antivirus Home 4.8.1229 All windows All

Application Avast Avast Antivirus Home 4.8.1282 All windows All
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Application Avast Avast Antivirus Home 4.8.1282 All windows All

Application Avast Avast Antivirus Home 4.8.1290 All windows All

Application Avast Avast Antivirus Home 4.8.1296 All windows All

Application Avast Avast Antivirus Home 4.8.1335 All windows All

Application Avast Avast Antivirus Home 4.8.1351 All windows All

Application Avast Avast Antivirus Home 4.8.1368.0 All windows All

Application Avast Avast Antivirus Home All All windows All

Application Avast Avast Antivirus Professional 4.8.1169 All windows All

Application Avast Avast Antivirus Professional 4.8.1195 All windows All

Application Avast Avast Antivirus Professional 4.8.1201 All windows All

Application Avast Avast Antivirus Professional 4.8.1227 All windows All

Application Avast Avast Antivirus Professional 4.8.1229 All windows All

Application Avast Avast Antivirus Professional 4.8.1282 All windows All

Application Avast Avast Antivirus Professional 4.8.1290 All windows All

Application Avast Avast Antivirus Professional 4.8.1296 All windows All

Application Avast Avast Antivirus Professional 4.8.1335 All windows All

Application Avast Avast Antivirus Professional 4.8.1351 All windows All

Application Avast Avast Antivirus Professional 4.8.1356.0 All All All

Application Avast Avast Antivirus Professional 4.8.1368.0 All windows All

Application Avast Avast Antivirus Professional 4.8.1169 All windows All

Application Avast Avast Antivirus Professional 4.8.1195 All windows All

Application Avast Avast Antivirus Professional 4.8.1201 All windows All

Application Avast Avast Antivirus Professional 4.8.1227 All windows All

Application Avast Avast Antivirus Professional 4.8.1229 All windows All

Application Avast Avast Antivirus Professional 4.8.1282 All windows All

Application Avast Avast Antivirus Professional 4.8.1290 All windows All

Application Avast Avast Antivirus Professional 4.8.1296 All windows All

Application Avast Avast Antivirus Professional 4.8.1335 All windows All

Application Avast Avast Antivirus Professional 4.8.1351 All windows All

Application Avast Avast Antivirus Professional 4.8.1356.0 All All All

Application Avast Avast Antivirus Professional 4.8.1368.0 All windows All

Application Avast Avast Antivirus Professional All All windows All

Operating System Microsoft Windows 2000 All All All All

Operating System Microsoft Windows 2000 All All All All

Operating System Microsoft Windows Xp All All All All

Operating System Microsoft Windows Xp All All All All
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References

Reference Source Link

SecurityFocus BUGTRAQ www.securityfocus.com

About Secunia Research | Flexera SECUNIA secunia.com

www.trapkit.de/advisories/TKADV2010-003.txt MISC www.trapkit.de

62510 OSVDB osvdb.org

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

New avast program update 5.0.418 CONFIRM forum.avast.com

avast! Home/Professional "aavmker4.sys" Memory Corruption Vulnerability - Advisories - Community SECUNIA secunia.com

Avast! Antivirus 'aavmKer4.sys' Driver IOCTL Handling Local Privilege Escalation Vulnerability BID www.securityfocus.com

SecurityTracker.com Archives - avast! 'aavmker4.sys' IOCTL Processing Bug Lets Local Users Deny Service SECTRACK www.securitytracker.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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