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Summary

CVE CVE-2010-0726

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-03-02 19:30:00 UTC

Updated 2010-03-03 05:00:00 UTC

Description Cross-site scripting (XSS) vulnerability in the tb-send.rb (TrackBack transmission) plugin in tDiary 2.2.2 and earlier allows remote attackers to inject arbitrary web script or HTML via unknown vectors, possibly related to the (1) plugin_tb_url and (2) plugin_tb_excerpt parameters.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Tdiary Tdiary 2.0.1 All All All

Application Tdiary Tdiary 2.0.2 All All All

Application Tdiary Tdiary 2.0.3 All All All

Application Tdiary Tdiary 2.1.1 All All All

Application Tdiary Tdiary 2.1.4.2006-11-15 All All All

Application Tdiary Tdiary 2.0.1 All All All

Application Tdiary Tdiary 2.0.2 All All All

Application Tdiary Tdiary 2.0.3 All All All

Application Tdiary Tdiary 2.1.1 All All All

Application Tdiary Tdiary 2.1.4.2006-11-15 All All All

Application Tdiary Tdiary All All All All
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tDiary.org - tDiaryの脆弱性に関する報告(2010-02-25) CONFIRM www.tdiary.org Patch, Vendor Advisory
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tDiary Unspecified Cross-Site Scripting Vulnerability - Advisories - Community SECUNIA secunia.com Vendor Advisory
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62562 OSVDB osvdb.org

JVN#73331060 tDiary plugin tb-send.rb vulnerable to cross-site scripting JVN jvn.jp

404 Not Found MISC tdiary.svn.sourceforge.net

tDiary TrackBack Transmission Plugin Cross-Site Scripting Vulnerability BID www.securityfocus.com Patch

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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