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Summary

CVE CVE-2010-0729

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-03-16 19:30:00 UTC

Updated 2017-09-19 01:30:00 UTC

Description A certain Red Hat patch for the Linux kernel in Red Hat Enterprise Linux (RHEL) 4 on the ia64 platform allows local users to use ptrace on an arbitrary process, and consequently gain privileges, via vectors related to a missing ptrace_check_attach call.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Redhat Enterprise Linux 4 All All All

Operating System Redhat Enterprise Linux 4 All All All

References

Reference Source Link

Repository / Oval Repository OVAL oval.cisecurity.org

Support REDHAT www.redhat.com

572007 – (CVE-2010-0729) CVE-2010-0729 kernel: ia64: ptrace: peek_or_poke requests miss ptrace_check_attach() CONFIRM bugzilla.redhat.com

oss-security - CVE-2010-0729 kernel: ia64: ptrace: peek_or_poke requests miss ptrace_check_attach() MLIST www.openwall.com

ASA-2010-146 (RHSA-2010-0394 RHSA-2010-0424) CONFIRM support.avaya.com

Red Hat Enterprise Linux 'ptrace()' Local Privilege Escalation Vulnerability BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2010-03-17 Vincent Danen Red Hat is aware of this issue and is tracking it via the following bug: https://bugzilla.redhat.com/CVE-2010-0729. This issue did not affect the versions of Linux kernel as shipped with Red Hat Enterprise Linux 3, 5 or Red Hat Enterprise MRG, as they do not include the internal change introducing this flaw. A future update in Red Hat Enterprise Linux 4 may address this flaw.
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There are currently no legacy QID mappings associated with this CVE.
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