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Summary

CVE CVE-2010-0734

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-03-19 19:30:00 UTC

Updated 2018-10-10 19:53:00 UTC

Description content_encoding.c in libcurl 7.10.5 through 7.19.7, when zlib is enabled, does not properly restrict the amount of callback data sent to an application that requests automatic decompression, which might allow remote attackers to cause a denial of service (application crash) or have unspecified other impact by sending crafted compressed data to an application that relies on the intended data-length limit.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Curl Libcurl 7.10.5 All All All

Application Curl Libcurl 7.10.6 All All All

Application Curl Libcurl 7.10.7 All All All

Application Curl Libcurl 7.10.8 All All All

Application Curl Libcurl 7.11.0 All All All

Application Curl Libcurl 7.11.1 All All All

Application Curl Libcurl 7.11.2 All All All

Application Curl Libcurl 7.12 All All All

Application Curl Libcurl 7.12.0 All All All

Application Curl Libcurl 7.12.1 All All All

Application Curl Libcurl 7.12.2 All All All

Application Curl Libcurl 7.12.3 All All All

Application Curl Libcurl 7.13 All All All

Application Curl Libcurl 7.13.1 All All All

Application Curl Libcurl 7.13.2 All All All

Application Curl Libcurl 7.14 All All All

Application Curl Libcurl 7.14.1 All All All

https://cve.report/
https://cve.report/CVE-2010-0734/mitre
https://cve.report/CVE-2010-0734/nist
https://cve.report/CVE-2010-0734/cve_org
https://cve.report/api/cve/CVE-2010-0734.json
https://cve.report/CVE-2010-0734.pdf
http://cve.report/vendor/curl
http://cve.report/software/curl/libcurl
http://cve.report/vendor/curl
http://cve.report/software/curl/libcurl
http://cve.report/vendor/curl
http://cve.report/software/curl/libcurl
http://cve.report/vendor/curl
http://cve.report/software/curl/libcurl
http://cve.report/vendor/curl
http://cve.report/software/curl/libcurl
http://cve.report/vendor/curl
http://cve.report/software/curl/libcurl
http://cve.report/vendor/curl
http://cve.report/software/curl/libcurl
http://cve.report/vendor/curl
http://cve.report/software/curl/libcurl
http://cve.report/vendor/curl
http://cve.report/software/curl/libcurl
http://cve.report/vendor/curl
http://cve.report/software/curl/libcurl
http://cve.report/vendor/curl
http://cve.report/software/curl/libcurl
http://cve.report/vendor/curl
http://cve.report/software/curl/libcurl
http://cve.report/vendor/curl
http://cve.report/software/curl/libcurl
http://cve.report/vendor/curl
http://cve.report/software/curl/libcurl
http://cve.report/vendor/curl
http://cve.report/software/curl/libcurl
http://cve.report/vendor/curl
http://cve.report/software/curl/libcurl
http://cve.report/vendor/curl
http://cve.report/software/curl/libcurl


Application Curl Libcurl 7.14.1 All All All

Application Curl Libcurl 7.15 All All All

Application Curl Libcurl 7.15.1 All All All

Application Curl Libcurl 7.15.2 All All All

Application Curl Libcurl 7.15.3 All All All

Application Curl Libcurl 7.16.3 All All All

Application Curl Libcurl 7.17.0 All All All

Application Curl Libcurl 7.17.1 All All All

Application Curl Libcurl 7.18.0 All All All

Application Curl Libcurl 7.18.1 All All All

Application Curl Libcurl 7.18.2 All All All

Application Curl Libcurl 7.19.0 All All All

Application Curl Libcurl 7.19.1 All All All

Application Curl Libcurl 7.19.2 All All All

Application Curl Libcurl 7.19.3 All All All

Application Curl Libcurl 7.19.4 All All All

Application Curl Libcurl 7.19.5 All All All

Application Curl Libcurl 7.19.6 All All All

Application Curl Libcurl 7.19.7 All All All

Application Curl Libcurl 7.10.5 All All All

Application Curl Libcurl 7.10.6 All All All

Application Curl Libcurl 7.10.7 All All All

Application Curl Libcurl 7.10.8 All All All

Application Curl Libcurl 7.11.0 All All All

Application Curl Libcurl 7.11.1 All All All

Application Curl Libcurl 7.11.2 All All All

Application Curl Libcurl 7.12 All All All

Application Curl Libcurl 7.12.0 All All All

Application Curl Libcurl 7.12.1 All All All

Application Curl Libcurl 7.12.2 All All All

Application Curl Libcurl 7.12.3 All All All

Application Curl Libcurl 7.13 All All All

Application Curl Libcurl 7.13.1 All All All

Application Curl Libcurl 7.13.2 All All All

Application Curl Libcurl 7.14 All All All

Application Curl Libcurl 7.14.1 All All All
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Application Curl Libcurl 7.15 All All All

Application Curl Libcurl 7.15.1 All All All

Application Curl Libcurl 7.15.2 All All All

Application Curl Libcurl 7.15.3 All All All

Application Curl Libcurl 7.16.3 All All All

Application Curl Libcurl 7.17.0 All All All

Application Curl Libcurl 7.17.1 All All All

Application Curl Libcurl 7.18.0 All All All

Application Curl Libcurl 7.18.1 All All All

Application Curl Libcurl 7.18.2 All All All

Application Curl Libcurl 7.19.0 All All All

Application Curl Libcurl 7.19.1 All All All

Application Curl Libcurl 7.19.2 All All All

Application Curl Libcurl 7.19.3 All All All

Application Curl Libcurl 7.19.4 All All All

Application Curl Libcurl 7.19.5 All All All

Application Curl Libcurl 7.19.6 All All All

Application Curl Libcurl 7.19.7 All All All
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Repository / Oval Repository OVAL

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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