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CVE CVE-2010-0744
State PUBLISHED
Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-04-20 15:30:00 UTC
Updated 2026-04-29 01:13:23 UTC
Description aMSN (aka Alvaro's Messenger) 0.98.3 and earlier, when SSL is used, does not verify that the server hostname matches a

/ |

Risk And Classification

Primary CVSS: v2.0 5.8 from nvd@nist.gov

AV:N/AC:M/Au:N/C:P/I:P/A:N

Problem Types: CWE-287 | n/a

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity

\uthentication

Sonfidentiality
ntegrity

\vailability

AV:N/AC:M/Au:N/C:P/I:P/A:N

w [0

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Alvaro Alvaros Messenger 0.83 All All All


https://cve.report/
https://cve.report/CVE-2010-0744/mitre
https://cve.report/CVE-2010-0744/nist
https://cve.report/CVE-2010-0744/cve_org
https://cve.report/api/cve/CVE-2010-0744.json
https://cve.report/CVE-2010-0744.pdf
http://cve.report/vendor/alvaro
http://cve.report/software/alvaro/alvaros_messenger

Application Alvaro Alvaros Messenger 0.90
Application Alvaro Alvaros Messenger 0.91
Application Alvaro Alvaros Messenger 0.92
Application Alvaro Alvaros Messenger 0.93
Application Alvaro Alvaros Messenger 0.94
Application Alvaro Alvaros Messenger 0.95
Application Alvaro Alvaros Messenger 0.96
Application Alvaro Alvaros Messenger 0.97
Application Alvaro Alvaros Messenger All

All All All
All All All
All All All
All All All
All All All
All All All
All All All
All All All
All All All

Vendor Declared Affected Products

Source Vendor Product Version

CNA Na N/a

affected n/a

Platforms

Not specified

References

Reference
404 Not Found
404 Not Found

[SECURITY] Fedora 12 Update: amsn-0.98.3-1.fc12

404 Not Found

aMSN SSL Certificate Validation Security Bypass Vulnerability
[SECURITY] Fedora 11 Update: amsn-0.98.3-2.fc11

aMSN SSL Certificate Validation Security Issue - Advisories - Community
Automated Trading and Strategy Testing Forum

#572818 - amsn: ssl certificate validation bypass - Debian Bug report logs
Fedora update for amsn - Advisories - Community

404 Not Found

oss-security - CVE Request -- aMSN -- improper SSL certificate validation (MITM)
Bugtraq: aMSN SSL Certificate Vulnerability

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
CVE Program record

NVD vulnerability detail

/|

oss-security - Re: CVE Request -- aMSN -- improper SSL certificate validation (MITM)

Source
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CVE.ORG

NVD

Link

amsn.s
amsn.s
lists.fed
WWW.Of
amsn.s
WWW.SE
lists.fed
secunie
WWW.Of
bugs.de
secunie
amsn.s
WWW.Of
seclists
WWW.VL
WWW.CV

nvd.nisf

-

No vendor comments have been submitted for this CVE.
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http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://amsn.svn.sourceforge.net/viewvc/amsn/trunk/amsn/proxy.tcl?r1=11886&r2=11991&pathrev=11991
http://amsn.svn.sourceforge.net/viewvc/amsn/trunk/?view=log&pathrev=11991
http://lists.fedoraproject.org/pipermail/package-announce/2010-May/041046.html
http://www.openwall.com/lists/oss-security/2010/04/01/4
http://amsn.svn.sourceforge.net/viewvc/amsn/trunk/amsn/soap.tcl?r1=11891&r2=11991&pathrev=11991
http://www.securityfocus.com/bid/35507
http://lists.fedoraproject.org/pipermail/package-announce/2010-May/041079.html
http://secunia.com/advisories/35621
http://www.opensource-archive.org/showthread.php?p=183821
http://bugs.debian.org/cgi-bin/bugreport.cgi?bug=572818
http://secunia.com/advisories/39796
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http://www.openwall.com/lists/oss-security/2010/03/10/4
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https://www.cve.org/CVERecord?id=CVE-2010-0744
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There are currently no legacy QID mappings associated with this CVE.
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