CVE-2010-0751

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2010-0751
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-04-06 16:30:00 UTC
Updated 2020-08-05 15:04:00 UTC
Description The ip_evictor function in ip_fragment.c in libnids before 1.24, as used in dsniff and possibly other products, allows remote .

/ |

1|

Risk And Classification

Problem Types: CWE-476

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Fedoraproject Fedora 11 All All All

Operating System Fedoraproject Fedora 12 All All All

Operating System Fedoraproject Fedora 13 All All All

Operating System Fedoraproject Fedora 11 All All All

Operating System Fedoraproject Fedora 12 All All All

Operating System Fedoraproject Fedora 13 All All All

Application Libnids Project Libnids All All All All

Application Libnids Project Libnids All All All All

Reference Source Link Tags
Download Libnids - NIDS E-component library from SourceForge.net CONFIRM freefr.dl.sourceforge.net Produc
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN WwWw.vupen.com Third F
[SECURITY] Fedora 13 Update: dsniff-2.4-0.9.b1.fc13 FEDORA lists.fedoraproject.org Third F
[SECURITY] Fedora 12 Update: dsniff-2.4-0.9.b1.fc12 FEDORA lists.fedoraproject.org Third F
IBM X-Force Exchange XF exchange.xforce.ibmcloud.com  Third F
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com Third F
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Fedora update for libnids - Advisories - Community SECUNIA
[SECURITY] Fedora 11 Update: dsniff-2.4-0.9.b1.fc11 FEDORA

Libnids 'ip_fragment.c' Null Pointer Deference Remote Denial of Service Vulnerability BID

Libnids IP Fragmentation Remote NULL Pointer Dereference « xorl %eax, %eax MISC
Libnids NULL Pointer Dereference Denial of Service - Advisories - Community SECUNIA
CVE Program record CVE.ORG
NVD vulnerability detail NVD
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secunia.com
lists.fedoraproject.org
www.securityfocus.com
xorl.wordpress.com
secunia.com
WWW.CVe.org

nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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