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CVE CVE-2010-0792

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-03-05 19:30:00 UTC

Updated 2018-10-10 19:53:00 UTC

Description fcrontab in fcron before 3.0.5 allows local users to read arbitrary files via a symlink attack on an unspecified file.

Risk And Classification

Problem Types: CWE-59

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Thibault Godouet Fcron 0.8.0 All All All
Application Thibault Godouet Fcron 0.8.1 All All All
Application Thibault Godouet Fcron 0.8.2 All All All
Application Thibault Godouet Fcron 0.9.0 All All All
Application Thibault Godouet Fcron 0.9.1 All All All
Application Thibault Godouet Fcron 0.9.2.1 All All All
Application Thibault Godouet Fcron 0.9.3 All All All
Application Thibault Godouet Fcron 0.9.4 All All All
Application Thibault Godouet Fcron 0.9.5 All All All
Application Thibault Godouet Fcron 1.0.0 All All All
Application Thibault Godouet Fcron 1.0.1 All All All
Application Thibault Godouet Fcron 1.0.2 All All All
Application Thibault Godouet Fcron 1.0.3 All All All
Application Thibault Godouet Fcron 1.1.0 All All All
Application Thibault Godouet Fcron 1.1.1 All All All
Application Thibault Godouet Fcron 2.0.0 All All All
Application Thibault Godouet Fcron 2.0.1 All All All
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References

Reference

62718

/

SecurityFocus

CVE Program record

[SECURITY] Fedora 12 Update: fcron-3.0.5-1.fc12

IBM X-Force Exchange

Fedora update for fcron - Secunia.com

NVD vulnerability detail

Fcron 'fcrontab’ Symbolic Link Arbitrary File Access Vulnerabilities

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Full Disclosure: fcrontab Information Disclosure Vulnerability

Fcron : a periodical command scheduler for Unix and Linux systems

Fcron "fcrontab" Insecure File Access Security Issues - Advisories - Community

Fcron 'fcrontab’ Symlink Flaw Lets Local Users View Files - SecurityTracker

Source

BID

FEDORA

XF

SECUNIA

VUPEN

SECTRACK

OSvDB

SECUNIA

FULLDISC

BUGTRAQ

CONFIRM

CVE.ORG

NVD

Link Tags
www.securityfocus.com Patch
lists.fedoraproject.org
exchange.xforce.ibmcloud.com

secunia.com Vendor Ad
www.vupen.com

securitytracker.com

www.osvdb.org

secunia.com

seclists.org

www.securityfocus.com

fcron.free.fr Patch
WWw.Cve.org canonical
nvd.nist.gov canonical,

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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