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Summary

CVE CVE-2010-0825

State PUBLIC

Assigner security@ubuntu.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-04-05 15:30:00 UTC

Updated 2017-08-17 01:32:00 UTC

Description lib-src/movemail.c in movemail in emacs 22 and 23 allows local users to read, modify, or delete arbitrary mailbox files via a symlink attack, related to improper file-permission checks.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Gnu Emacs 22.1 All All All

Application Gnu Emacs 22.2 All All All

Application Gnu Emacs 22.3 All All All

Application Gnu Emacs 23.1 All All All

Application Gnu Emacs 22.1 All All All

Application Gnu Emacs 22.2 All All All

Application Gnu Emacs 22.3 All All All

Application Gnu Emacs 23.1 All All All

References

Reference Source Link Tags

Webmail - OVH VUPEN www.vupen.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Bug #531569 “Emacs movemail race condition” : Bugs : emacs22 package : Ubuntu CONFIRM bugs.launchpad.net

Security Advisory SA39155 - Ubuntu update for emacs22 and emacs23 - Secunia SECUNIA secunia.com Vendor Advisory

Support / Security / Advisories / / MDVSA-2010:083 | Mandriva MANDRIVA www.mandriva.com

USN-919-1: Emacs vulnerability | Ubuntu UBUNTU www.ubuntu.com
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Webmail - OVH VUPEN www.vupen.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2010-04-06 Joshua Bressers Not vulnerable. This issues does not affect the versions of emacs or xemacs as shipped with Red Hat Enterprise Linux. The movemail utility in Red Hat Enterprise Linux does not have the setgid bit set, which is required for this flaw to be exploitable.

There are currently no legacy QID mappings associated with this CVE.
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