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Summary

CVE CVE-2010-0829

State PUBLIC

Assigner security@ubuntu.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-05-07 18:24:00 UTC

Updated 2017-09-19 01:30:00 UTC

Description Multiple array index errors in set.c in dvipng 1.11 and 1.12, and teTeX, allow remote attackers to cause a denial of service (application crash) or possibly execute arbitrary code via a malformed DVI file.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Jan-ake Larsson Dvipng 1.11 All All All

Application Jan-ake Larsson Dvipng 1.12 All All All

Application Jan-ake Larsson Dvipng 1.11 All All All

Application Jan-ake Larsson Dvipng 1.12 All All All

Application Tug Tetex All All All All

Application Tug Tetex All All All All

References

Reference Source Link

Bug 573999 – CVE-2010-0829 tetex, dvipng: Multiple array index errors during DVI-to-PNG translation CONFIRM bugzilla.redhat.com

USN-936-1: dvipng vulnerability | Ubuntu UBUNTU www.ubuntu.com

[security-announce] SUSE Security Summary Report: SUSE-SR:2010:012 SUSE lists.opensuse.org

Repository / Oval Repository OVAL oval.cisecurity.org

Webmail - OVH VUPEN www.vupen.com

[SECURITY] Fedora 11 Update: dvipng-1.13-1.fc11 FEDORA lists.fedoraproject.org

Debian -- Security Information -- DSA-2048-1 dvipng DEBIAN www.debian.org

[security-announce] SUSE Security Summary Report: SUSE-SR:2010:013 SUSE lists.opensuse.org
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Debian update for dvipng - Advisories - Community SECUNIA secunia.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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