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Summary

CVE CVE-2010-0833

State PUBLIC

Assigner security@ubuntu.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-07-28 12:48:00 UTC

Updated 2018-10-10 19:53:00 UTC

Description The pam_lsass library in Likewise Open 5.4 and CIFS 5.4 before build 8046, and 6.0 before build 8234, as used in HP StorageWorks X9000 Network Storage Systems and possibly other products, uses "SetPassword logic" when running as part of a root service, which allows remote attackers to bypass authentication for a Likewise Security Authority (lsassd) account whose password is marked as expired.

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Likewise Likewise Cifs 5.4 All All All

Application Likewise Likewise Cifs 5.4 All All All

Application Likewise Likewise Open 5.4 All All All

Application Likewise Likewise Open 6.0 All All All

Application Likewise Likewise Open 5.4 All All All

Application Likewise Likewise Open 6.0 All All All
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HP StorageWorks X9000 Expired Password Accounts Can Be Accessed By Remote Users - SecurityTracker SECTRACK www.securitytracker.com
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SecurityFocus BUGTRAQ www.securityfocus.com

USN-964-1: Likewise Open vulnerability | Ubuntu UBUNTU www.ubuntu.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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