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Summary

CVE CVE-2010-0917

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-03-03 19:30:00 UTC

Updated 2019-02-26 14:04:00 UTC

Description Stack-based buffer overflow in VBScript in Microsoft Windows 2000 SP4, XP SP2 and SP3, and Server 2003 SP2, when Internet Explorer is used, might allow user-assisted remote attackers to execute arbitrary code via a long string in the fourth argument (aka helpfile argument) to the MsgBox function, leading to code execution when the F1 key is pressed, a different vulnerability than CVE-2010-0483.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Microsoft Internet Explorer 6 All All All

Application Microsoft Internet Explorer 7 All All All

Application Microsoft Internet Explorer 8 All All All

Application Microsoft Internet Explorer 6 All All All

Application Microsoft Internet Explorer 7 All All All

Application Microsoft Internet Explorer 8 All All All

Operating System Microsoft Windows 2000 All sp4 All All

Operating System Microsoft Windows 2000 All sp4 All All

Operating System Microsoft Windows 2003 Server All sp2 All All

Operating System Microsoft Windows 2003 Server All sp2 itanium All

Operating System Microsoft Windows 2003 Server All sp2 All All

Operating System Microsoft Windows 2003 Server All sp2 itanium All

Operating System Microsoft Windows Server 2003 All sp2 All All

Operating System Microsoft Windows Server 2003 All sp2 All All

Operating System Microsoft Windows Xp All sp2 All All

Operating System Microsoft Windows Xp All sp3 All All

Operating System Microsoft Windows Xp - sp2 x64 All
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Operating System Microsoft Windows Xp - sp2 x64 All

Operating System Microsoft Windows Xp All sp2 All All

Operating System Microsoft Windows Xp All sp3 All All

Operating System Microsoft Windows Xp - sp2 x64 All

References

Reference Source Link

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

The Microsoft Security Response Center (MSRC) : Security Advisory 981169 Released CONFIRM blogs.technet.com

IE code execution bug can bite older Windows • The Register MISC www.theregister.co.uk

Microsoft Internet Explorer 'winhlp32.exe' 'MsgBox()' Stack-Based Buffer Overflow Vulnerability BID www.securityfocus.com

Microsoft Security Advisory (981169): Vulnerability in VBScript Could Allow Remote Code Execution CONFIRM www.microsoft.com

iSEC Security Research : : Vulnerabilities 2010 MISC isec.pl

isec.pl/vulnerabilities/isec-0027-msgbox-helpfile-ie.txt MISC isec.pl

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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