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Summary

CVE CVE-2010-0919

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-03-03 19:30:00 UTC

Updated 2017-08-17 01:32:00 UTC

Description Stack-based buffer overflow in the Lotus Domino Web Access ActiveX control in IBM Lotus iNotes (aka Domino Web Access or DWA) 6.5, 7.0 before 7.0.4, 8.0, 8.0.2, and before 229.281 for Domino 8.0.2 FP4 allows remote attackers to execute arbitrary code via a long URL argument to an unspecified method, aka PRAD7JTNHJ.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ibm Domino Web Access 6.5 All All All

Application Ibm Domino Web Access 7.0 All All All

Application Ibm Domino Web Access 7.0.1 All All All

Application Ibm Domino Web Access 7.0.2 All All All

Application Ibm Domino Web Access 7.0.3 All All All

Application Ibm Domino Web Access 8.0 All All All

Application Ibm Domino Web Access 8.0.2 All All All

Application Ibm Domino Web Access 6.5 All All All

Application Ibm Domino Web Access 7.0 All All All

Application Ibm Domino Web Access 7.0.1 All All All

Application Ibm Domino Web Access 7.0.2 All All All

Application Ibm Domino Web Access 7.0.3 All All All

Application Ibm Domino Web Access 8.0 All All All

Application Ibm Domino Web Access 8.0.2 All All All

Application Ibm Lotus Domino 8.0.2.4 All All All

Application Ibm Lotus Domino 8.0.2.4 All All All

Application Ibm Lotus Inotes 229.011 All All All
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Application Ibm Lotus Inotes 229.011 All All All

Application Ibm Lotus Inotes 229.021 All All All

Application Ibm Lotus Inotes 229.031 All All All

Application Ibm Lotus Inotes 229.041 All All All

Application Ibm Lotus Inotes 229.051 All All All

Application Ibm Lotus Inotes 229.061 All All All

Application Ibm Lotus Inotes 229.101 All All All

Application Ibm Lotus Inotes 229.111 All All All

Application Ibm Lotus Inotes 229.131 All All All

Application Ibm Lotus Inotes 229.141 All All All

Application Ibm Lotus Inotes 229.151 All All All

Application Ibm Lotus Inotes 229.161 All All All

Application Ibm Lotus Inotes 229.171 All All All

Application Ibm Lotus Inotes 229.181 All All All

Application Ibm Lotus Inotes 229.191 All All All

Application Ibm Lotus Inotes 229.201 All All All

Application Ibm Lotus Inotes 229.211 All All All

Application Ibm Lotus Inotes 229.221 All All All

Application Ibm Lotus Inotes 229.231 All All All

Application Ibm Lotus Inotes 229.241 All All All

Application Ibm Lotus Inotes 229.251 All All All

Application Ibm Lotus Inotes 229.261 All All All

Application Ibm Lotus Inotes 229.011 All All All

Application Ibm Lotus Inotes 229.021 All All All

Application Ibm Lotus Inotes 229.031 All All All

Application Ibm Lotus Inotes 229.041 All All All

Application Ibm Lotus Inotes 229.051 All All All

Application Ibm Lotus Inotes 229.061 All All All

Application Ibm Lotus Inotes 229.101 All All All

Application Ibm Lotus Inotes 229.111 All All All

Application Ibm Lotus Inotes 229.131 All All All

Application Ibm Lotus Inotes 229.141 All All All

Application Ibm Lotus Inotes 229.151 All All All

Application Ibm Lotus Inotes 229.161 All All All

Application Ibm Lotus Inotes 229.171 All All All

Application Ibm Lotus Inotes 229.181 All All All
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Application Ibm Lotus Inotes 229.191 All All All

Application Ibm Lotus Inotes 229.201 All All All

Application Ibm Lotus Inotes 229.211 All All All

Application Ibm Lotus Inotes 229.221 All All All

Application Ibm Lotus Inotes 229.231 All All All

Application Ibm Lotus Inotes 229.241 All All All

Application Ibm Lotus Inotes 229.251 All All All

Application Ibm Lotus Inotes 229.261 All All All

Application Ibm Lotus Inotes All All All All

References

Reference Source

IBM Lotus Domino Web Access ActiveX Control Buffer Overflow - Advisories - Community SECUNIA

62612 OSVDB

Domino Web Access ActiveX Control URL Handling Buffer Overflow Vulnerability BID

Webmail - OVH VUPEN

Public Advisory: 03.01.10 // iDefense Labs IDEFENSE

IBM Domino Web Access Prior to 229.281 Unspecified Security Vulnerabilities BID

IBM Lotus iNotes Interim Fix 229.281 for Domino 8.0.2 Fix Pack 4 - United States CONFIRM

IBM - Buffer Overflow Vulnerability in Lotus iNotes ActiveX Control CONFIRM

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

IBM Lotus Domino Web Access / iNotes ActiveX Control Buffer Overflow - Advisories - Community SECUNIA

SecurityTracker.com Archives - IBM Lotus iNotes Buffer Overflow in ActiveX Control Lets Remote Users Execute Arbitrary Code SECTRACK

IBM Lotus Domino Web Access 6 ActiveX Control Buffer Overflow - Advisories - Community SECUNIA

IBM X-Force Exchange XF

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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