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CVE CVE-2010-0926
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-03-10 20:13:04 UTC
Updated 2026-04-29 01:13:23 UTC
Description The default configuration of smbd in Samba before 3.3.11, 3.4.x before 3.4.6, and 3.5.x before 3.5.0rc3, when a writable sh

/ ]

Risk And Classification

Primary CVSS: v2.0 3.5 from nvd@nist.gov

AV:N/AC:M/Au:S/C:P/I:N/A:N

Problem Types: CWE-22 | n/a

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity
\uthentication
Sonfidentiality

ntegrity

\vailability

AV:N/AC:M/Au:S/C:P/I:N/A:N

w [0

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Samba Samba 3.3.0 All All All


https://cve.report/
https://cve.report/CVE-2010-0926/mitre
https://cve.report/CVE-2010-0926/nist
https://cve.report/CVE-2010-0926/cve_org
https://cve.report/api/cve/CVE-2010-0926.json
https://cve.report/CVE-2010-0926.pdf
http://cve.report/vendor/samba
http://cve.report/software/samba/samba

Application Samba Samba 3.3.1 All All All
Application Samba Samba 3.3.10 All All All
Application Samba Samba 3.3.2 All All All
Application Samba Samba 3.3.3 All All All
Application Samba Samba 3.34 All All All
Application Samba Samba 3.3.5 All All All
Application Samba Samba 3.3.6 All All All
Application Samba Samba 3.3.7 All All All
Application Samba Samba 3.3.8 All All All
Application Samba Samba 3.3.9 All All All
Application Samba Samba 3.4.0 All All All
Application Samba Samba 3.4.1 All All All
Application Samba Samba 342 All All All
Application Samba Samba 3.4.3 All All All
Application Samba Samba 3.4.4 All All All
Application Samba Samba 3.4.5 All All All
Application Samba Samba 3.5.0 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source Link
[security-announce] SUSE Security Summary Report: SUSE-SR:2010:014 af854a3a-2127-422b-91ae-364da2661108 lists.opensu:
're: Claimed Zero Day exploit in Samba.' - MARC af854a3a-2127-422b-91ae-364da2661108 marc.info
'Re: Claimed Zero Day exploit in Samba.' - MARC af854a83a-2127-422b-91ae-364da2661108 marc.info
'[oss-security] Samba symlink Oday flaw' - MARC af854a3a-2127-422b-91ae-364da2661108 marc.info
'Re: [Full-disclosure] Samba Remote Zero-Day Exploit' - MARC af854a8a-2127-422b-91ae-364da2661108 marc.info
'Re: Claimed Zero Day exploit in Samba.' - MARC af854a3a-2127-422b-91ae-364da2661108 marc.info
SUSE Update for Multiple Packages - Advisories - Community af854a8a-2127-422b-91ae-364da2661108 secunia.corn
NEOHAPSIS - Peace of Mind Through Integrity and Insight af854a3a-2127-422b-91ae-364da2661108  archives.nec
'Re: Claimed Zero Day exploit in Samba.' - MARC af854a8a-2127-422b-91ae-364da2661108 marc.info
'Re: Claimed Zero Day exploit in Samba.' - MARC af854a3a-2127-422b-91ae-364da2661108 marc.info
NEOHAPSIS - Peace of Mind Through Integrity and Insight af854a8a-2127-422b-91ae-364da2661108 archives.nec
'Re: Claimed Zero Day exploit in Samba.' - MARC af854a3a-2127-422b-91ae-364da2661108 marc.info
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http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://lists.opensuse.org/opensuse-security-announce/2010-08/msg00001.html
http://marc.info/?l=samba-technical&m=126540011609753&w=2
http://marc.info/?l=samba-technical&m=126549111204428&w=2
http://marc.info/?l=oss-security&m=126539592603079&w=2
http://marc.info/?l=full-disclosure&m=126538598820903&w=2
http://marc.info/?l=samba-technical&m=126540100511357&w=2
http://secunia.com/advisories/39317
http://archives.neohapsis.com/archives/fulldisclosure/2010-02/0107.html
http://marc.info/?l=samba-technical&m=126540277713815&w=2
http://marc.info/?l=samba-technical&m=126540475116511&w=2
http://archives.neohapsis.com/archives/fulldisclosure/2010-02/0083.html
http://marc.info/?l=samba-technical&m=126555346721629&w=2

REe. UIdIITEeu £ero vdy explolt i salmnod. - VIARU

'Re: [oss-security] Samba symlink Oday flaw' - MARC

'Re: Claimed Zero Day exploit in Samba.' - MARC

Bug 7104 — "wide links" and "unix extensions" are incompatible; CVE-2010-0926
'Re: Claimed Zero Day exploit in Samba.' - MARC

'Re: Claimed Zero Day exploit in Samba.' - MARC

'Re: Claimed Zero Day exploit in Samba.' - MARC

oss-security - Re: Samba symlink Oday flaw

'Re: [oss-security] Samba symlink Oday flaw' - MARC

Metasploit: Exploiting the Samba Symlink Traversal

'Re: [oss-security] Samba symlink Oday flaw' - MARC

[security-announce] SUSE Security Summary Report: SUSE-SR:2010:008
'Claimed Zero Day exploit in Samba.' - MARC

'Re: [oss-security] Samba symlink 0Oday flaw' - MARC

'Re: Claimed Zero Day exploit in Samba.' - MARC

NEOHAPSIS - Peace of Mind Through Integrity and Insight

562568 — (CVE-2010-0926) CVE-2010-0926 samba: insecure "wide links" default — af854a3a-2127-422b-91ae-364da2661108 bugzilla.redt
'Re: Claimed Zero Day exploit in Samba.' - MARC af854a8a-2127-422b-91ae-364da2661108 marc.info

'Re: Claimed Zero Day exploit in Samba.' - MARC af854a3a-2127-422b-91ae-364da2661108 marc.info

gitweb.samba.org - samba.git/commit af854a8a-2127-422b-91ae-364da2661108 gitweb.samt
'Re: Claimed Zero Day exploit in Samba.' - MARC af854a83a-2127-422b-91ae-364da2661108 marc.info

Symlink attack af854a3a-2127-422b-91ae-364da2661108  www.samba
oss-security - Re: Samba symlink Oday flaw af854a3a-2127-422b-91ae-364da2661108 www.openw
gitweb.samba.org - samba.git/commit MITRE gitweb.samt
CVE Program record CVE.ORG WWW.CVe.Or(
NVD vulnerability detail NVD nvd.nist.gov
« | 1|
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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