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Summary

CVE CVE-2010-0962

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-03-10 22:30:00 UTC

Updated 2018-10-10 19:55:00 UTC

Description The FTP proxy server in Apple AirPort Express, AirPort Extreme, and Time Capsule with firmware 7.5 does not restrict the IP address and port specified in a PORT command from a client, which allows remote attackers to leverage intranet FTP servers for arbitrary TCP forwarding via a crafted PORT command.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Apple Airport Express 7.5 All All All

Hardware Apple Airport Express 7.5 All All All

Hardware Apple Airport Extreme 7.5 All All All

Hardware Apple Airport Extreme 7.5 All All All

Hardware Apple Time Capsule 7.5 All All All

Hardware Apple Time Capsule 7.5 All All All

References
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SecurityFocus BUGTRAQ www.securityfocus.com
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Full Disclosure: Apple Airport Wireless Products: Promiscuous FTP PORT Allowed in FTP Proxy Provides Security Bypass FULLDISC seclists.org
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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