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Summary

CVE CVE-2010-0986

State PUBLIC

Assigner PSIRT-CNA@flexerasoftware.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-05-13 17:30:00 UTC

Updated 2022-11-03 17:35:00 UTC

Description Adobe Shockwave Player before 11.5.7.609 does not properly process asset entries, which allows remote attackers to cause a denial of service (memory corruption) or possibly execute arbitrary code via a crafted Shockwave file.

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Adobe Shockwave Player All All All All

Application Adobe Shockwave Player 1.0 All All All

Application Adobe Shockwave Player 10.1.0.11 All All All

Application Adobe Shockwave Player 11.0.0.456 All All All

Application Adobe Shockwave Player 11.5.0.595 All All All

Application Adobe Shockwave Player 11.5.0.596 All All All

Application Adobe Shockwave Player 11.5.1.601 All All All

Application Adobe Shockwave Player 11.5.2.602 All All All

Application Adobe Shockwave Player 2.0 All All All

Application Adobe Shockwave Player 3.0 All All All

Application Adobe Shockwave Player 4.0 All All All

Application Adobe Shockwave Player 5.0 All All All

Application Adobe Shockwave Player 6.0 All All All

Application Adobe Shockwave Player 8.0 All All All

Application Adobe Shockwave Player 8.5.1 All All All

Application Adobe Shockwave Player 9 All All All

Application Adobe Shockwave Player 1.0 All All All

https://cve.report/
https://cve.report/CVE-2010-0986/mitre
https://cve.report/CVE-2010-0986/nist
https://cve.report/CVE-2010-0986/cve_org
https://cve.report/api/cve/CVE-2010-0986.json
https://cve.report/CVE-2010-0986.pdf
http://cve.report/vendor/adobe
http://cve.report/software/adobe/shockwave_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/shockwave_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/shockwave_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/shockwave_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/shockwave_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/shockwave_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/shockwave_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/shockwave_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/shockwave_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/shockwave_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/shockwave_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/shockwave_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/shockwave_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/shockwave_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/shockwave_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/shockwave_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/shockwave_player


Application Adobe Shockwave Player 1.0 All All All

Application Adobe Shockwave Player 10.1.0.11 All All All

Application Adobe Shockwave Player 11.0.0.456 All All All

Application Adobe Shockwave Player 11.5.0.595 All All All

Application Adobe Shockwave Player 11.5.0.596 All All All

Application Adobe Shockwave Player 11.5.1.601 All All All

Application Adobe Shockwave Player 11.5.2.602 All All All

Application Adobe Shockwave Player 2.0 All All All

Application Adobe Shockwave Player 3.0 All All All

Application Adobe Shockwave Player 4.0 All All All

Application Adobe Shockwave Player 5.0 All All All

Application Adobe Shockwave Player 6.0 All All All

Application Adobe Shockwave Player 8.0 All All All

Application Adobe Shockwave Player 8.5.1 All All All

Application Adobe Shockwave Player 9 All All All

Application Adobe Shockwave Player All All All All

Operating System Apple Macos All All All All

Operating System Apple Mac Os All All All All

Operating System Apple Mac Os All All All All

Operating System Microsoft Windows All All All All

Operating System Microsoft Windows All All All All

References

Reference Source Link

Research - Community MISC secunia.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

Repository / Oval Repository OVAL oval.cisecurity.org

Adobe Shockwave Player Multiple Vulnerabilities - Advisories - Community SECUNIA secunia.com

SecurityFocus BUGTRAQ www.securityfocus.com

Adobe Shockwave Player CVE-2010-0986 Asset Entry Parsing Remote Code Execution Vulnerability BID www.securityfocus.com

Adobe - Security Bulletins: APSB10-12 - Security update available for Shockwave Player CONFIRM www.adobe.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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