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Directory traversal vulnerability in the RokDownloads (com_rokdownloads) component before 1.0.1 for Joomla! allows remc

Risk And Classification

1|

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor

Joomla

Joomla

Joomla

Rockettheme

Rockettheme

Rockettheme

Rockettheme

Rockettheme

Rockettheme

Rockettheme

Rockettheme

Rockettheme

Rockettheme

Rockettheme

Rockettheme

Rockettheme

Rockettheme

Product

Joomla!

Joomla!

Joomla!

Com Rokdownloads

Com Rokdownloads

Com Rokdownloads

Com Rokdownloads

Com Rokdownloads

Com Rokdownloads

Com Rokdownloads

Com Rokdownloads

Com Rokdownloads

Com Rokdownloads

Com Rokdownloads

Com Rokdownloads

Com Rokdownloads

Com Rokdownloads

Version

All

All

All

Update
All
All

All

b1
b2
b3
b4
b5

b6

Edition

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

Language
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All

All


https://cve.report/
https://cve.report/CVE-2010-1056/mitre
https://cve.report/CVE-2010-1056/nist
https://cve.report/CVE-2010-1056/cve_org
https://cve.report/api/cve/CVE-2010-1056.json
https://cve.report/CVE-2010-1056.pdf
http://cve.report/vendor/joomla
http://cve.report/software/joomla/joomla!
http://cve.report/vendor/joomla
http://cve.report/software/joomla/joomla!
http://cve.report/vendor/joomla
http://cve.report/software/joomla/joomla!
http://cve.report/vendor/rockettheme
http://cve.report/software/rockettheme/com_rokdownloads
http://cve.report/vendor/rockettheme
http://cve.report/software/rockettheme/com_rokdownloads
http://cve.report/vendor/rockettheme
http://cve.report/software/rockettheme/com_rokdownloads
http://cve.report/vendor/rockettheme
http://cve.report/software/rockettheme/com_rokdownloads
http://cve.report/vendor/rockettheme
http://cve.report/software/rockettheme/com_rokdownloads
http://cve.report/vendor/rockettheme
http://cve.report/software/rockettheme/com_rokdownloads
http://cve.report/vendor/rockettheme
http://cve.report/software/rockettheme/com_rokdownloads
http://cve.report/vendor/rockettheme
http://cve.report/software/rockettheme/com_rokdownloads
http://cve.report/vendor/rockettheme
http://cve.report/software/rockettheme/com_rokdownloads
http://cve.report/vendor/rockettheme
http://cve.report/software/rockettheme/com_rokdownloads
http://cve.report/vendor/rockettheme
http://cve.report/software/rockettheme/com_rokdownloads
http://cve.report/vendor/rockettheme
http://cve.report/software/rockettheme/com_rokdownloads
http://cve.report/vendor/rockettheme
http://cve.report/software/rockettheme/com_rokdownloads
http://cve.report/vendor/rockettheme
http://cve.report/software/rockettheme/com_rokdownloads

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Rockettheme

Rockettheme

Rockettheme

Rockettheme

Rockettheme

Rockettheme

Rockettheme

Rockettheme

Rockettheme

Rockettheme

Rockettheme

Rockettheme

Rockettheme

Rockettheme

Rockettheme

Rockettheme

Rockettheme

Rockettheme

Rockettheme

Rockettheme

Rockettheme

Com Rokdownloads

Com Rokdownloads

Com Rokdownloads

Com Rokdownloads

Com Rokdownloads

Com Rokdownloads

Com Rokdownloads

Com Rokdownloads

Com Rokdownloads

Com Rokdownloads

Com Rokdownloads

Com Rokdownloads

Com Rokdownloads

Com Rokdownloads

Com Rokdownloads

Com Rokdownloads

Com Rokdownloads

Com Rokdownloads

Com Rokdownloads

Com Rokdownloads

Com Rokdownloads

1.0

1.0

1.0

0.91

0.92

0.93

0.94

0.95

0.96

0.97

0.98

1.0

1.0

1.0

1.0

1.0

1.0

1.0

1.0

1.0

All

b7

b8

b9

b1

b2

b3

b4

b5

b6

b7

b8

b9

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

References

Reference

62972
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IBM X-Force Exchange

Files ~ Packet Storm

RokDownloads 1.0.1 Released
CVE Program record

NVD vulnerability detail

Joomla Component com_rokdownloads - Local File Inclusion

Joomla! RokDownloads Component 'controller' Parameter Local File Include Vulnerability

Joomla RokDownloads Component "controller" File Inclusion Vulnerability - Advisories - Community

Source

XF

MISC

EXPLOIT-DB

SECUNIA

OSvDB

BID

CONFIRM

CVE.ORG

NVD

No vendor comments have been submitted for this CVE.

Link
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There are currently no legacy QID mappings associated with this CVE.
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