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AVNACHAUNCCICAC Certain versions of le from Microsoft contain the following vulnerability:

Heap-based buffer overflow in Internet Explorer 8 on Microsoft
Windows 7 allows remote attackers to discover the base address of a
Windows .dll file, and possibly have unspecified other impact, via
unknown vectors, as demonstrated by Peter Vreugdenhil during a
Pwn20wn competition at CanSecWest 2010.

CVE-2010-1117 has been assigned by g¥ secure@microsoft.com to track the vulnerability

CVSS2 Score: 7.6-HIGH
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CVE References

Description Tags Link
I {2 MISC vreugdenhilresearch.nl/Pwn20wn-2010-
Windows7-InternetExplorer8.pdf

Zero Day Initiative on Twitter: "Peter Vreugdenhil MISC twitter.com/thezdi/statuses/11003801960

(@WTFuzz) succeeded against Internet Explorer 8 on
Windows 7 with a technically impressive exploit

i .nl
IBM X-Force Exchange € XF ie-base-address-bo(57196)
bypassing DEP."

Threat Intelligence | Digital Vaccine® | ThreatLinQ | @ MISC
Trend Micro dvlabs.tippingpoint.com/blog/2010/02/15/pwn2own-
2010

iPhone. Safari. IE 8. Firefox hacked in CanSecWest M MISC news.cnet.com/8301-27080 3-20001126-
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contest | InSecurity Complex - CNET News 245 .html

Not Archived

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Microsoft le 8.0.6001 All All All
Application Microsoft le 8.0.6001 All All All
Application Microsoft Internet Explorer 8.0.6001 All All All
Operating Microsoft Windows 7 All All All All

System

Operating Microsoft Windows 7 All All All All

System
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No vendor comments have been submitted for this CVE
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