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Summary

CVE CVE-2010-1124

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-03-26 18:30:00 UTC

Updated 2010-03-29 04:00:00 UTC

Description bos.rte.libc 5.3.9.4 on IBM AIX 5.3 does not properly support reading a certain address field after a successful getaddrinfo function call, which allows context-dependent attackers to cause a denial of service (application crash) via unspecified vectors, as demonstrated by IBM DB2 crashes on "systems with databases cataloged with alternate servers using IP addresses."

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Ibm Aix 5.3 All All All

Operating System Ibm Aix 5.3.0 All All All

Operating System Ibm Aix 5.3 All All All

Operating System Ibm Aix 5.3.0 All All All

References

Reference Source

IBM AIX 'getaddrinfo()' Remote Denial of Service Vulnerability BID

IBM IZ66710: CORE DUMP AFTER REFERENCING THE ADDR AFTER GETADDRINFO APPLIES TO AIX 5300-09 - United States AIXAPAR

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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