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AVNACMAUNCPILPIAN Certain versions of Firefox from Mozilla contain the following
vulnerability:

The JavaScript implementation in Mozilla Firefox 3.x before 3.5.10 and
3.6.x before 3.6.4, and SeaMonkey before 2.0.5, allows remote
attackers to send selected keystrokes to a form field in a hidden frame,
instead of the intended form field in a visible frame, via certain calls to
the focus method.

CVE-2010-1125 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: 5.8- MEDIUM

Access Access Authentication
Vector Complexity

[NONE
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE |
CVE References
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[security-announce] SUSE Security Announcement: Mozilla 9 SUSE SUSE-SA:2010:030
Firefox (SUSE-SA
[SECURITY] Fedora 13 Update: firefox-3.6.4-1.fc13 %@ FEDORA FEDORA-2010-10361
Webmail : Solution de messagerie professionnelle - [ www.vupen.com | @ VUPEN ADV-2010-1592
OVHcloud- OVH text/html
552255 — (CVE-2010-1125) focus() behavior may be used {2y CONFIRM bugzilla.mozilla.org/show_bug.cgi?
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[SECURITY] Fedora 12 Update: firefox-3.5.10-1.fc12 lists.fedoraproject.org %@ FEDORA FEDORA-2010-10344
text/html

SecurityFocus www.securityfocus.com ) BUGTRAQ 20100313 ...because you can't get
text/html enough of clickjacking

Repository / Oval Repository oval.cisecurity.org () OVAL oval:org.mitre.oval:def:13962
text/html

Mozilla SeaMonkey Multiple Vulnerabilities - Advisories - Vendor Advisory Y{ SECUNIA 40326
Community web.archive.org
text/html

ASA-2010-165 (RHSA-2010-0500) support.avaya.com 2) CONFIRM
text/html support.avaya.com/css/P8/documents/100091069

Support | Red Hat www.redhat.com ) REDHAT RHSA-2010:0501
text/html

Support / Security / Advisories / / MDVSA-2010:125 | www.mandriva.com & MANDRIVA MDVSA-2010:125
Mandriva text/html

Webmail : Solution de messagerie professionnelle - Vendor Advisory (%) VUPEN ADV-2010-1551
OVHcloud- OVH
text/html

Webmail - OVH Vendor Advisory 3 VUPEN ADV-2010-1640

text/html

Support www.redhat.com (T) REDHAT RHSA-2010:0500
text/html

MFSA 2010-31: focus() behavior can be used to inject or Vendor Advisory B3 CONFIRM
steal keystrokes www.mozilla.org www.mozilla.org/security/announce/2010/mfsa2010-
text/html 31.html

SecurityTracker.com Archives - Mozilla Firefox Multiple T e e () SECTRACK 1024138
Flaws Let Remote Users Execute Arbitrary Code, Access text/html
Keystrokes, and Conduct Cross-Site Scripting Attacks

SUSE update for MozillaFirefox and mozilla-xulrunner191 - [ LTS Y SECUNIA 40481
Advisories - Community web.archive.org
text/html

Webmail - OVH Vendor Advisory () VUPEN ADV-2010-1773

text/html

Ubuntu update for firefox and xulrunner - Advisories - Vendor Advisory Y SECUNIA 40401
Community web.archive.org
text/html

USN-930-1: Firefox and Xulrunner vulnerabilities | Ubuntu @® UBUNTU USN-930-1

text/html

USN-930-2: apturl, Epiphany, gecko-sharp, gnome-python- @® UBUNTU USN-930-2
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Ubuntu
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By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
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comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Mozilla Firefox 3.0 All All All
Application Mozilla Firefox 3.0.1 All All All
Application Mozilla Firefox 3.0.10 All All All
Application Mozilla Firefox 3.0.11 All All All
Application Mozilla Firefox 3.0.12 All All All
Application Mozilla Firefox 3.0.13 All All All
Application Mozilla Firefox 3.0.14 All All All
Application Mozilla Firefox 3.0.15 All All All
Application Mozilla Firefox 3.0.2 All All All
Application Mozilla Firefox 3.0.3 All All All
Application Mozilla Firefox 3.04 All All All
Application Mozilla Firefox 3.0.5 All All All
Application Mozilla Firefox 3.0.7 All All All
Application Mozilla Firefox 3.0.8 All All All
Application Mozilla Firefox 3.0.9 All All All
Application Mozilla Firefox 3.5 All All All
Application Mozilla Firefox 3.5.1 All All All
Application Mozilla Firefox 3.5.2 All All All
Application Mozilla Firefox 353 All All All
Application Mozilla Firefox 3.54 All All All
Application Mozilla Firefox 3.5.5 All All All
Application Mozilla Firefox 3.5.6 All All All
Application Mozilla Firefox 3.5.7 All All All
Application Mozilla Firefox 3.5.9 All All All
Application Mozilla Firefox 3.6 All All All
Application Mozilla Firefox 3.6.1 All All All
Application Mozilla Firefox 3.6.2 All All All
Application Mozilla Firefox 3.6.3 All All All
Application Mozilla Firefox 3.0 All All All

Application Mozilla Firefox 3.0.1 All All All
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Application Mozilla Seamonkey
Application Mozilla Seamonkey
Application Mozilla Seamonkey
Application Mozilla Seamonkey
Application Mozilla Seamonkey
Application Mozilla Seamonkey
Application Mozilla Seamonkey
Application Mozilla Seamonkey
Application Mozilla Seamonkey
Application Mozilla Seamonkey
Application Mozilla Seamonkey
Application Mozilla Seamonkey
Application Mozilla Seamonkey
Application Mozilla Seamonkey
Application Mozilla Seamonkey

cpe:2.3:a:mozilla:firefox:3.0:*: "

cpe:2.3:a:mozilla:firefox:3.0.1:*:* 7 :*:

dkak koK kR k

cpe:2.3:a:mozilla:firefox:3.0.10:*:*:*:*:*:*:

dk kR ok akk Lk

cpe:2.3:a:mozilla:firefox:3.0.11 %% :*:*:

dkak kR kR Lk

cpe:2.3:a:mozilla:firefox:3.0.12:*:*:*:*:*:*:

akak kR kR Lk

cpe:2.3:a:mozilla:firefox:3.0.13:*:*:*:*:*:*:

dkak kR ok kak

cpe:2.3:a:mozilla:firefox:3.0.15:%:

cpe:2.3:a:mozilla:firefox:3.0.2:*****:*:

cpe:2.3:a:mozilla:firefox:3.0.3:*****:*:

cpe:2.3:a:mozilla:firefox:3.0.4: " *:

cpe:2.3:a:mozilla:firefox:3.0.5:****:*:*:

cpe:2.3:a:mozilla:firefox:3.0.7: "™

cpe:2.3:a:mozilla:firefox:3.0.8:****:*:*:

cpe:2.3:a:mozilla:firefox:3.0.9:****:*:*:

cpe:2.3:a:mozilla:firefox:3.5:*:* %" *:*:

rna? Varmanzilla-firafav-? B {-F5xkdkokox,

2.0
2.0
2.0
2.0
2.0
2.0
2.0
2.0
2.0.1
2.0.2
2.0.3
2.0al
2.0atpre

All

All

All
alpha_1
alpha_2
alpha_3
beta_1
beta_2
rci

rc2

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

pre

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All
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cpe:2.3:a:mozilla:firefox:3.5.2:%:* "

cpe:2.3:a:mozilla:firefox:3.5.3:*:* "

cpe:2.3:a:mozilla:firefox:3.5.4: % "

cpe:2.3:a:mozilla:firefox:3.5.5:*:* "

cpe:2.3:a:mozilla:firefox:3.5.6:%:* "

cpe:2.3:a:mozilla:firefox:3.5.7:%:* "

cpe:2.3:a:mozilla:firefox:3.5.9:*:* "

cpe:2.3:a:mozilla:firefox:3.6:%:*: "

cpe:2.3:a:mozilla:firefox:3.6.1:*:* "

cpe:2.3:a:mozilla:firefox:3.6.2:*:**:***:*:

cpe:2.3:a:mozilla:firefox:3.6.3:*:**:*:*:*:*:

cpe:2.3:a:mozilla:firefox:3.0:*: "

cpe:2.3:a:mozilla:firefox:3.0.1:*:* 7 :*:

AkakLk kR Rk,

cpe:2.3:a:mozilla:firefox:3.0.11 %%

ARk kR Rk k.

cpe:2.3:a:mozilla:firefox:3.0.12:***:*

akakak kR Rk,

cpe:2.3:a:mozilla:firefox:3.0.13:*:**:

ARk kR kR k.

cpe:2.3:a:mozilla:firefox:3.0. 14

cpe:2.3:a:mozilla:firefox:3.0.2:*****:*:

cpe:2.3:a:mozilla:firefox:3.0.3: " *:

cpe:2.3:a:mozilla:firefox:3.0.4: "™

cpe:2.3:a:mozilla:firefox:3.0.5:*****:*:

cpe:2.3:a:mozilla:firefox:3.0.7: ™

cpe:2.3:a:mozilla:firefox:3.0.8:****:*:*:

cpe:2.3:a:mozilla:firefox:3.0.9:****:*:*:

cpe:2.3:a:mozilla:firefox:3.5:*:*****:*:

cpe:2.3:a:mozilla:firefox:3.5. 1 %



cpe:2.3:a:mozilla:firefox:3.5.2:%:* "

cpe:2.3:a:mozilla:firefox:3.5.3:*:* "

cpe:2.3:a:mozilla:firefox:3.5.4: """

cpe:2.3:a:mozilla:firefox:3.5.5:%:* "

cpe:2.3:a:mozilla:firefox:3.5.6:%:* "

cpe:2.3:a:mozilla:firefox:3.5.7:%:* "

cpe:2.3:a:mozilla:firefox:3.5.9:*:* "

akLk LKLk LK LKLk,

cpe:2.3:a:mozilla:firefox:3.6:%:*: "

cpe:2.3:a:mozilla:firefox:3.6.1:*:*:* "

cpe:2.3:a:mozilla:firefox:3.6.2:*:*:**:*:*:*:

cpe:2.3:a:mozilla:firefox:3.6.3:*:**:*:*:*:*:

dkLk kR Lk ak k.

cpe:2.3:a:mozilla:seamonkey:1.0:*:*:** " *:

dkak Lk kkuk.

cpe:2.3:a:mozilla:seamonkey:1.0:beta:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:1.0. 1 "

cpe:2.3:a:mozilla:seamonkey:1.0.2:*: "

cpe:2.3:a:mozilla:seamonkey:1.0.3:* "

cpe:2.3:a:mozilla:seamonkey:1.0.4:* "

cpe:2.3:a:mozilla:seamonkey:1.0.5:* "

cpe:2.3:a:mozilla:seamonkey:1.0.6:*: " *:

cpe:2.3:a:mozilla:seamonkey:1.0.7: "

cpe:2.3:a:mozilla:seamonkey:1.0.8:*: " *:

cpe:2.3:a:mozilla:seamonkey:1.0.9:* "

cpe:2.3:a:mozilla:seamonkey: 1.1 "

Kk kKR k.

cpe:2.3:a:mozilla:seamonkey:1.1:alpha:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:1.1:beta:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:1.1. 1 " "



cpe:2.3:a:mozilla:zseamonkey:1.1.11:™:™:™ ™™™

cpe:2.3:a:mozilla:seamonkey:1.1.12:* """

cpe:2.3:a:mozilla:seamonkey:1.1.13:" " "™

cpe:2.3:a:mozilla:seamonkey:1.1.14:" "

cpe:2.3:a:mozilla:seamonkey:1.1.15: " ™

cpe:2.3:a:mozilla:seamonkey:1.1.16:™:*: " ™

cpe:2.3:a:mozilla:zseamonkey:1.1.17:% " ™

cpe:2.3:a:mozilla:seamonkey:1.1.18:*:* "

cpe:2.3:a:mozilla:zseamonkey:1.1.19:* "

cpe:2.3:a:mozilla:seamonkey:1.1.2:** %"

cpe:2.3:a:mozilla:seamonkey:1.1.3:*:* " %

cpe:2.3:a:mozilla:seamonkey:1.1.4:** "

cpe:2.3:a:mozilla:seamonkey:1.1.5:%* "

cpe:2.3:a:mozilla:seamonkey:1.1.6:* """

cpe:2.3:a:mozilla:seamonkey:1.1.7:* "

cpe:2.3:a:mozilla:seamonkey:1.1.8:* "

cpe:2.3:a:mozilla:seamonkey:1.1.9: "

cpe:2.3:a:mozilla:seamonkey:2.0:*:*:

KRk kR k.

cpe:2.3:a:mozilla:seamonkey:2.0:alpha_1:*:*:*:*:*:*:

KKk akukuk.

cpe:2.3:a:mozilla:seamonkey:2.0:alpha_2:*:*:*:*:*:*:

Lkk Lk kkak,

cpe:2.3:a:mozilla:seamonkey:2.0:beta_1:*:*:*:*:*:*:

LRk kR Lk ak,

cpe:2.3:a:mozilla:seamonkey:2.0:beta_2:*:*:*:*:*:*:

Kk koK Rk,

cpe:2.3:a:mozilla:seamonkey:2.0:rc2:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.0.1: 0"

cpe:2.3:a:mozilla:seamonkey:2.0.2:*:* "> "

cpe:2.3:a:mozilla:seamonkey:2.0.3:*:* " "



cpe:2.3:a:mozilla:seamonkey:1.0.1: "

cpe:2.3:a:mozilla:seamonkey:1.0.2:*: """

cpe:2.3:a:mozilla:zseamonkey:1.0.3:*:*: "

cpe:2.3:a:mozilla:seamonkey:1.0.4:*:* "

cpe:2.3:a:mozilla:seamonkey:1.0.5:*:* "

cpe:2.3:a:mozilla:seamonkey:1.0.6:*:*: " *:*:

cpe:2.3:a:mozilla:seamonkey:1.0. 7% " %

cpe:2.3:a:mozilla:seamonkey:1.0.8:*:*: " *:*:

cpe:2.3:a:mozilla:seamonkey:1.0.9:*: """

dkak kR kR k.

cpe:2.3:a:mozilla:seamonkey:1.1: " "

cpe:2.3:a:mozilla:seamonkey:1.1:alpha:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:1.1:beta:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:1.1. 1 "

cpe:2.3:a:mozilla:seamonkey:1.1.10:

cpe:2.3:a:mozilla:seamonkey:1.1.11

cpe:2.3:a:mozilla:seamonkey:1.1.12:

cpe:2.3:a:mozilla:seamonkey:1.1.13:

cpe:2.3:a:mozilla:seamonkey:1.1.14:

cpe:2.3:a:mozilla:seamonkey:1.1.15:

cpe:2.3:a:mozilla:seamonkey:1.1.16:****

cpe:2.3:a:mozilla:seamonkey:1.1.17:

cpe:2.3:a:mozilla:seamonkey:1.1.18: ™

cpe:2.3:a:mozilla:seamonkey:1.1.19:* """ ™

cpe:2.3:a:mozilla:seamonkey:1.1.2:: ">



cpe:2.3:a:mozilla:seamonkey:1.1.3:: """

cpe:2.3:a:mozilla:seamonkey:1.1.4:* %" "

cpe:2.3:a:mozilla:seamonkey:1.1.5: " "

cpe:2.3:a:mozilla:seamonkey:1.1.6:*: """

cpe:2.3:a:mozilla:seamonkey:1.1.7: %" "

cpe:2.3:a:mozilla:seamonkey:1.1.8:: """

cpe:2.3:a:mozilla:seamonkey:1.1.9:*:* "

cpe:2.3:a:mozilla:seamonkey:2.0:*:* % " *:

akakukokukk.

cpe:2.3:a:mozilla:seamonkey:2.0:alpha_1:*:*:*:*:*:*:

dkakukakukk.

cpe:2.3:a:mozilla:seamonkey:2.0:alpha_3:*:*:*:*:*:*:

Skkakkukuk.

cpe:2.3:a:mozilla:seamonkey:2.0:beta_1:*:*:*:*:*:*:

dkkakkakak.

cpe:2.3:a:mozilla:seamonkey:2.0:beta_2:*:*:*:*:*:*:

KKk KRk,

cpe:2.3:a:mozilla:seamonkey:2.0:rc1:*: "

cpe:2.3:a:mozilla:seamonkey:2.0.1:* "

cpe:2.3:a:mozilla:seamonkey:2.0.2:* "

cpe:2.3:a:mozilla:seamonkey:2.0.3:*: "

Kk kKK,

cpe:2.3:a:mozilla:seamonkey:2.0a1:*:pre:*:*:*:*:*:

dkuk ok ak kR akak.

cpe:2.3:a:mozilla:seamonkey:*:*:** "%

No vendor comments have been submitted for this CVE
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