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The safe_mode implementation in PHP before 5.2.13 does not properly handle directory pathnames that lack a trailing / (sl
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Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Php Php 5.2.0 All All All
Php Php 5.2.1 All All All
Php Php 5.2.10 All All All
Php Php 5.2.11 All All All
Php Php 5.2.12 All All All
Php Php 5.2.2 All All All
Php Php 5.2.3 All All All
Php Php 5.2.4 All All All
Php Php 525 All All Al
Php Php 5.2.6 All All All
Php Php 5.2.7 All All All
Php Php 5.2.8 All All All
Php Php 5.2.9 All All All
Php Php 5.2.0 All All Al
Php Php 5.2.1 All All All
Php Php 5.2.10 All All All
Php Php 5.2.11 All All All
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Application Php Php 5.2.12 All All All
Application Php Php 5.2.2 All All All

Application Php Php 5.2.3 All All All

Application Php Php 524 All All All

Application Php Php 5.2.5 All All All

Application Php Php 5.2.6 All All All

Application Php Php 5.2.7 All All All

Application Php Php 5.2.8 All All All

Application Php Php 5.2.9 All All All

Reference Source Link
SSRT100018 HP itrc.hp.cc
HP Insight Control Suite For Linux Multiple Vulnerabilities - Advisories - Community SECUNIA secunia.
PHP: PHP 5.2.13 Release Announcement CONFIRM www.phg
APPLE-SA-2010-08-24-1 Security Update 2010-005 APPLE lists.appl

SecurityTracker.com Archives - PHP Bugs Let Local Users Bypass safe_mode and open_basedir Security Controls SECTRACK securityt

PHP 'tempnam()' 'safe_mode' Validation Restriction-Bypass Vulnerability BID WWW.SeC
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN WWW. VU
PHP Two Security Bypass Vulnerabilities - Advisories - Community SECUNIA secunia.
PHP: PHP 5 Changelog CONFIRM www.phg
About Security Update 2010-005 CONFIRM  support.:
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN WWW.VUE
CVE Program record CVE.ORG WWW.CVE
NVD vulnerability detail NVD nvd.nist.
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Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2010-03-27 Vincent Danen We do not consider safe_mode / open_basedir restriction bypass issues being security sensit

Kl U L

There are currently no legacy QID mappings associated with this CVE.
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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