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CVE CVE-2010-1132
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-03-27 19:07:11 UTC
Updated 2026-04-29 01:13:23 UTC
Description The mlfi_envrept function in spamass-milter.cpp in SpamAssassin Milter Plugin 0.3.1, when using the expand option, allows

/ |

Risk And Classification

Primary CVSS: v2.0 9.3 from nvd@nist.gov
AV:N/AC:M/Au:N/C:C/I:C/A:C

Problem Types: CWE-78 | n/a
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\ccess Vector

\ccess Complexity

\uthentication

Sonfidentiality

Complete

ntegrity

Complete

\vailability

Complete

AV:N/AC:M/Au:N/C:C/I:C/A:C

w [0

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Georg Greve Spamassassin Milter Plugin 0.3.1 All All All


https://cve.report/
https://cve.report/CVE-2010-1132/mitre
https://cve.report/CVE-2010-1132/nist
https://cve.report/CVE-2010-1132/cve_org
https://cve.report/api/cve/CVE-2010-1132.json
https://cve.report/CVE-2010-1132.pdf
http://cve.report/vendor/georg_greve
http://cve.report/software/georg_greve/spamassassin_milter_plugin

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference Source

572117 — (CVE-2010-1132) CVE-2010-1132 SpamAssassin Mail Filter: Arbitrary shell command injection (privilege escalation) af854a3a-21

Apache Spamassassin Milter Plugin Remote Root Command Execution af854a3a-21
SpamAssassin Milter Plugin 'mlfi_envrcpt()' Remote Arbitrary Command Injection Vulnerability af854a3a-21
[SECURITY] Fedora 13 Update: spamass-milter-0.3.1-18.fc13 af854a3a-21
SpamAssassin Milter Plugin Shell Command Injection - Advisories - Community af854a3a-21
#573228 - Arbitrary command execution (report from full-disclosure) - Debian Bug report logs af854a3a-21
NEOHAPSIS - Peace of Mind Through Integrity and Insight af854a3a-21
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH af854a3a-21
Debian update for spamass-milter - Advisories - Community af854a3a-21
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH af854a3a-21
Security Advisory SA39265 - Fedora update for spamass-milter - Secunia af854a3a-21
Debian -- Security Information -- DSA-2021-1 spamass-milter af854a3a-21

SecurityTracker.com Archives - SpamAssassin Milter Plugin Input Validation Flaw Lets Remote Users Execute Arbitrary Code  af854a3a-21

osvdb.org/62809 af854a3a-21
IBM X-Force Exchange af854a3a-21
[SECURITY] Fedora 12 Update: spamass-milter-0.3.1-18.fc12 af854a3a-21
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH af854a3a-21
[SECURITY] Fedora 11 Update: spamass-milter-0.3.1-18.fc11 af854a3a-21
SpamAssassin Milter Plugin - Bugs: bug #29136, SpamAssassin Milter Plugin Input... [Savannah] af854a3a-21
CVE Program record CVE.ORG
NVD vulnerability detail NVD

/]

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

690271 Free Berkeley Software Distribution (FreeBSD) Security Update for spamass-milter (7132c842-58e2-11df-8d80-0015587e2cc1)
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,


http://cve.report/vendor/na
http://cve.report/software/na/n/a
https://bugzilla.redhat.com/show_bug.cgi?id=572117
http://www.exploit-db.com/exploits/11662
http://www.securityfocus.com/bid/38578
http://lists.fedoraproject.org/pipermail/package-announce/2010-April/038777.html
http://secunia.com/advisories/38840
http://bugs.debian.org/573228
http://archives.neohapsis.com/archives/fulldisclosure/2010-03/0139.html
http://www.vupen.com/english/advisories/2010/0837
http://secunia.com/advisories/38956
http://www.vupen.com/english/advisories/2010/0683
http://secunia.com/advisories/39265
http://www.debian.org/security/2010/dsa-2021
http://www.securitytracker.com/id?1023691
http://osvdb.org/62809
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completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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