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CVE CVE-2010-1147
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-04-06 16:30:00 UTC
Updated 2010-05-08 05:57:00 UTC
Description Stack-based buffer overflow in Open Direct Connect Hub (aka Open DC Hub or OpenDCHub) 0.8.1 allows remote authenti

/ |

Risk And Classification

1|

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition
Application Roshan Singh Open Direct Connect Hub 0.8.1 All All
Application Roshan Singh Open Direct Connect Hub 0.8.1 All All

Language

All

All

References

Reference

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

'Re: [oss-security] CVE Request -- OpenDCHub v0.8.1 -- Stack' - MARC

#576308 - OpenDcHub 0.8.1 Remote Code Execution Exploit - Debian Bug report logs

oss-security - CVE Request -- OpenDCHub v0.8.1 -- Stack overflow by handling a specially-crafted MyINFO message
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

[SECURITY] Fedora 12 Update: opendchub-0.8.2-2.fc12

SecurityFocus

[SECURITY] Fedora 13 Update: opendchub-0.8.2-2.fc13

Bug 579206 — CVE-2010-1147 OpenDCHub v0.8.1: Stack overflow by handling a specially-crafted MyINFO message
[SECURITY] Fedora 11 Update: opendchub-0.8.2-2.fc11

Security Advisory SA39664 - Fedora update for opendchub - Secunia

OpenDCHub 0.8.1 Remote Code Execution Exploit

Source
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Link
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WWW.VL
lists.fec
WWW. St
lists.fec
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secunit
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https://cve.report/
https://cve.report/CVE-2010-1147/mitre
https://cve.report/CVE-2010-1147/nist
https://cve.report/CVE-2010-1147/cve_org
https://cve.report/api/cve/CVE-2010-1147.json
https://cve.report/CVE-2010-1147.pdf
http://cve.report/vendor/roshan_singh
http://cve.report/software/roshan_singh/open_direct_connect_hub
http://cve.report/vendor/roshan_singh
http://cve.report/software/roshan_singh/open_direct_connect_hub
http://www.vupen.com/english/advisories/2010/1023
http://marc.info/?l=oss-security&m=127051570728944&w=2
http://bugs.debian.org/cgi-bin/bugreport.cgi?bug=576308
http://openwall.com/lists/oss-security/2010/04/03/1
http://www.vupen.com/english/advisories/2010/1044
http://lists.fedoraproject.org/pipermail/package-announce/2010-April/040380.html
http://www.securityfocus.com/archive/1/510428
http://lists.fedoraproject.org/pipermail/package-announce/2010-April/040360.html
https://bugzilla.redhat.com/show_bug.cgi?id=579206
http://lists.fedoraproject.org/pipermail/package-announce/2010-April/040421.html
http://secunia.com/advisories/39664
http://www.indahax.com/exploits/opendchub-0-8-1-remote-code-execution-exploit#more-600

Open DC Hub 'MyInfo' Message Remote Stack Buffer Overflow Vulnerability BID WWW.S¢

CVE Program record CVE.ORG www.c\
NVD vulnerability detail NVD nvd.nis
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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