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Summary

CVE CVE-2010-1147

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-04-06 16:30:00 UTC

Updated 2010-05-08 05:57:00 UTC

Description Stack-based buffer overflow in Open Direct Connect Hub (aka Open DC Hub or OpenDCHub) 0.8.1 allows remote authenticated users to execute arbitrary code via a long MyINFO message.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Roshan Singh Open Direct Connect Hub 0.8.1 All All All

Application Roshan Singh Open Direct Connect Hub 0.8.1 All All All

References

Reference Source Link

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

'Re: [oss-security] CVE Request -- OpenDCHub v0.8.1 -- Stack' - MARC MLIST marc.info

#576308 - OpenDcHub 0.8.1 Remote Code Execution Exploit - Debian Bug report logs MISC bugs.debian.org

oss-security - CVE Request -- OpenDCHub v0.8.1 -- Stack overflow by handling a specially-crafted MyINFO message MLIST openwall.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

[SECURITY] Fedora 12 Update: opendchub-0.8.2-2.fc12 FEDORA lists.fedoraproject.org

SecurityFocus BUGTRAQ www.securityfocus.com

[SECURITY] Fedora 13 Update: opendchub-0.8.2-2.fc13 FEDORA lists.fedoraproject.org

Bug 579206 – CVE-2010-1147 OpenDCHub v0.8.1: Stack overflow by handling a specially-crafted MyINFO message CONFIRM bugzilla.redhat.com

[SECURITY] Fedora 11 Update: opendchub-0.8.2-2.fc11 FEDORA lists.fedoraproject.org

Security Advisory SA39664 - Fedora update for opendchub - Secunia SECUNIA secunia.com

OpenDCHub 0.8.1 Remote Code Execution Exploit MISC www.indahax.com
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Open DC Hub 'MyInfo' Message Remote Stack Buffer Overflow Vulnerability BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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