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CVE CVE-2010-1148
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2010-04-12 17:30:00 UTC
Updated 2020-08-28 16:22:00 UTC
Description The cifs_create function in fs/cifs/dir.c in the Linux kernel 2.6.33.2 and earlier allows local users to cause a denial of service
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Problem Types: CWE-476

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update

Operating System Linux Linux Kernel All All

Edition Language

All All

References

Reference Source
Linux Kernel 'nameidata’ Null Pointer Dereference Vulnerability BID
[linux-cifs-client] [patch] skip posix open if nameidata is null MLIST
Bug 579445 — CVE-2010-1148 kernel: cifs: skip posix open if nameidata is null CONFIRM
'Re: [oss-security] CVE request: kernel: cifs: cifs_create() NULL' - MARC MLIST
[linux-cifs-client] [patch] skip posix open if nameidata is null MLIST
Linux kernel UNIX Extensions CIFS NULL Pointer Dereference « xorl %eax, %eax MISC
[linux-cifs-client] [patch] skip posix open if nameidata is null MLIST
[linux-cifs-client] [patch] skip posix open if nameidata is null MLIST
Linux Kernel "cifs_create()" NULL Pointer Dereference - Advisories - Community SECUNIA
oss-security - Re: CVE request: kernel: cifs: cifs_create() NULL pointer dereference MLIST
IBM X-Force Exchange XF
'[oss-security] CVE request: kernel: cifs: cifs_create() NULL pointer dereference' - MARC ~ MLIST
CVE Program record CVE.ORG

Link
www.securityfocus.com
lists.samba.org
bugzilla.redhat.com
marc.info
lists.samba.org
xorl.wordpress.com
lists.samba.org
lists.samba.org
secunia.com
openwall.com
exchange.xforce.ibmcloud.com
marc.info
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https://cve.report/
https://cve.report/CVE-2010-1148/mitre
https://cve.report/CVE-2010-1148/nist
https://cve.report/CVE-2010-1148/cve_org
https://cve.report/api/cve/CVE-2010-1148.json
https://cve.report/CVE-2010-1148.pdf
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://www.securityfocus.com/bid/39186
http://lists.samba.org/archive/linux-cifs-client/2010-April/005757.html
https://bugzilla.redhat.com/show_bug.cgi?id=579445
http://marc.info/?l=oss-security&m=127045779122119&w=2
http://lists.samba.org/archive/linux-cifs-client/2010-April/005742.html
http://xorl.wordpress.com/2010/04/05/linux-kernel-unix-extensions-cifs-null-pointer-dereference/
http://lists.samba.org/archive/linux-cifs-client/2010-April/005746.html
http://lists.samba.org/archive/linux-cifs-client/2010-April/005741.html
http://secunia.com/advisories/39344
http://openwall.com/lists/oss-security/2010/04/06/2
https://exchange.xforce.ibmcloud.com/vulnerabilities/57561
http://marc.info/?l=oss-security&m=127045754521927&w=2
https://www.cve.org/CVERecord?id=CVE-2010-1148
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Vendor Comments And Credit

Organization Published Contributor  Statement

Red Hat 2010-04-30 Tomas Hoger Not vulnerable. This issue did not affect the versions of the Linux kernel as shipped with Red H
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There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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