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Summary

CVE CVE-2010-1150

State PUBLISHED

Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-04-20 15:30:00 UTC

Updated 2026-04-29 01:13:23 UTC

Description MediaWiki before 1.15.3, and 1.6.x before 1.16.0beta2, does not properly handle a correctly authenticated but unintended login attempt, which makes it easier for remote authenticated users to conduct phishing attacks by arranging for a victim to login to the attacker's account and then execute a crafted user script, related to a "login CSRF" issue.

Risk And Classification

Primary CVSS: v2.0 6 from nvd@nist.gov

AV:N/AC:M/Au:S/C:P/I:P/A:P

Problem Types: CWE-352 | n/a

CVSS v2.0 Breakdown

AV:N/AC:M/Au:S/C:P/I:P/A:P

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mediawiki Mediawiki 1.10.0 All All All

Application Mediawiki Mediawiki 1.10.0 rc1 All All

Access Vector

Network

Access Complexity

Medium

Authentication

Single

Confidentiality

Partial

Integrity

Partial

Availability

Partial

https://cve.report/
https://cve.report/CVE-2010-1150/mitre
https://cve.report/CVE-2010-1150/nist
https://cve.report/CVE-2010-1150/cve_org
https://cve.report/api/cve/CVE-2010-1150.json
https://cve.report/CVE-2010-1150.pdf
http://cve.report/vendor/mediawiki
http://cve.report/software/mediawiki/mediawiki


Application Mediawiki Mediawiki 1.10.0 rc1 All All

Application Mediawiki Mediawiki 1.10.0 rc2 All All

Application Mediawiki Mediawiki 1.10.1 All All All

Application Mediawiki Mediawiki 1.10.2 All All All

Application Mediawiki Mediawiki 1.10.3 All All All

Application Mediawiki Mediawiki 1.10.4 All All All

Application Mediawiki Mediawiki 1.11.0 All All All

Application Mediawiki Mediawiki 1.11.0 rc1 All All

Application Mediawiki Mediawiki 1.11.1 All All All

Application Mediawiki Mediawiki 1.11.2 All All All

Application Mediawiki Mediawiki 1.12.0 All All All

Application Mediawiki Mediawiki 1.12.0 rc1 All All

Application Mediawiki Mediawiki 1.12.1 All All All

Application Mediawiki Mediawiki 1.12.2 All All All

Application Mediawiki Mediawiki 1.12.3 All All All

Application Mediawiki Mediawiki 1.12.4 All All All

Application Mediawiki Mediawiki 1.13.0 All All All

Application Mediawiki Mediawiki 1.13.0 rc1 All All

Application Mediawiki Mediawiki 1.13.0 rc2 All All

Application Mediawiki Mediawiki 1.13.1 All All All

Application Mediawiki Mediawiki 1.13.2 All All All

Application Mediawiki Mediawiki 1.13.3 All All All

Application Mediawiki Mediawiki 1.13.4 All All All

Application Mediawiki Mediawiki 1.14.0 All All All

Application Mediawiki Mediawiki 1.14.0 rc1 All All

Application Mediawiki Mediawiki 1.14.1 All All All

Application Mediawiki Mediawiki 1.15.0 All All All

Application Mediawiki Mediawiki 1.15.0 rc1 All All

Application Mediawiki Mediawiki 1.15.1 All All All

Application Mediawiki Mediawiki 1.16.0 All All All

Application Mediawiki Mediawiki 1.16.0 beta1 All All

Application Mediawiki Mediawiki 1.6.0 All All All

Application Mediawiki Mediawiki 1.6.1 All All All

Application Mediawiki Mediawiki 1.6.10 All All All

Application Mediawiki Mediawiki 1.6.11 All All All

Application Mediawiki Mediawiki 1.6.12 All All All
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Application Mediawiki Mediawiki 1.6.12 All All All

Application Mediawiki Mediawiki 1.6.2 All All All

Application Mediawiki Mediawiki 1.6.3 All All All

Application Mediawiki Mediawiki 1.6.4 All All All

Application Mediawiki Mediawiki 1.6.5 All All All

Application Mediawiki Mediawiki 1.6.6 All All All

Application Mediawiki Mediawiki 1.6.7 All All All

Application Mediawiki Mediawiki 1.6.8 All All All

Application Mediawiki Mediawiki 1.6.9 All All All

Application Mediawiki Mediawiki 1.7.0 All All All

Application Mediawiki Mediawiki 1.7.1 All All All

Application Mediawiki Mediawiki 1.7.2 All All All

Application Mediawiki Mediawiki 1.7.3 All All All

Application Mediawiki Mediawiki 1.8.0 All All All

Application Mediawiki Mediawiki 1.8.1 All All All

Application Mediawiki Mediawiki 1.8.2 All All All

Application Mediawiki Mediawiki 1.8.3 All All All

Application Mediawiki Mediawiki 1.8.4 All All All

Application Mediawiki Mediawiki 1.8.5 All All All

Application Mediawiki Mediawiki 1.9.0 All All All

Application Mediawiki Mediawiki 1.9.0 rc2 All All

Application Mediawiki Mediawiki 1.9.1 All All All

Application Mediawiki Mediawiki 1.9.2 All All All

Application Mediawiki Mediawiki 1.9.3 All All All

Application Mediawiki Mediawiki 1.9.4 All All All

Application Mediawiki Mediawiki 1.9.5 All All All

Application Mediawiki Mediawiki 1.9.6 All All All

Application Mediawiki Mediawiki All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference Source Link

Query: Hosted in Phabricator af854a3a-2127-422b-91ae-364da2661108 svn.wikimedia.org

Webmail | OVH- OVH af854a3a-2127-422b-91ae-364da2661108 www.vupen.com
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580418 – (CVE-2010-1150) CVE-2010-1150 MediaWiki v.1.15.3: Login CSRF af854a3a-2127-422b-91ae-364da2661108 bugzilla.redhat.com

Bug 23076 – Login CSRF af854a3a-2127-422b-91ae-364da2661108 bugzilla.wikimedia.org

download.wikimedia.org/mediawiki/1.15/mediawiki-1.15.3.patch.gz af854a3a-2127-422b-91ae-364da2661108 download.wikimedia.org

Query: Hosted in Phabricator af854a3a-2127-422b-91ae-364da2661108 svn.wikimedia.org

download.wikimedia.org/mediawiki/1.16/mediawiki-1.16.0beta2.patch.gz af854a3a-2127-422b-91ae-364da2661108 download.wikimedia.org

oss-security - CVE Request: MediaWiki 1.15.3 -- Login CSRF af854a3a-2127-422b-91ae-364da2661108 www.openwall.com

[MediaWiki-announce] MediaWiki security update: 1.15.3 and 1.16.0beta2 af854a3a-2127-422b-91ae-364da2661108 lists.wikimedia.org

Debian -- Security Information -- DSA-2041-1 mediawiki af854a3a-2127-422b-91ae-364da2661108 www.debian.org

oss-security - Re: CVE Request: MediaWiki 1.15.3 -- Login CSRF af854a3a-2127-422b-91ae-364da2661108 www.openwall.com

CVE-2010-1150 - Red Hat Customer Portal MITRE access.redhat.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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