VE-2010-11
Published on: 04/16/2010 12:00:00 AM UTC
Last Modified on: 02/13/2023 04:13:18 AM UTC

CVE-2010-1155

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACMAUNCPIPIAP Certain versions of Irssi from Irssi contain the following vulnerability:

Irssi before 0.8.15, when SSL is used, does not verify that the server
hostname matches a domain name in the subject's Common Name
(CN) field or a Subject Alternative Name field of the X.509 certificate,
which allows man-in-the-middle attackers to spoof IRC servers via an
arbitrary certificate.

CVE-2010-1155 has been assigned by & secalert@redhat.com to track the vulnerability

CVSS2 Score: 6.8- MEDIUM

Access Access Authentication
Vector Complexity

[ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

'[oss-security] CVE request: irssi 0.8.15' -
MARC text/html

2) MLIST [oss-security] 20100411 CVE request: irssi 0.8.15

Irssi - The client of the future irssi.org & CONFIRM irssi.org/news
text/html

Security Advisory SA39620 - Slackware web.archive.org ) SECUNIA 39620
update for irssi - Secunia text/html

[SECURITY] Fedora 12 Update: irssi- lists.fedoraproject.org %@ FEDORA FEDORA-2010-6629
0.8.15-1.fc12 text/html

Webmail : Solution de messagerie > VUPEN ADV-2010-1110

professionnelle - OVHcloud- OVH text/html
[security-announce] SUSE Security lists.opensuse.org 9 SUSE SUSE-SR:2010:011
Summary Report: SUSE-SR:2010:011 text/html


https://cve.report/
https://cve.report/CVE-2010-1155/mitre
https://cve.report/CVE-2010-1155/nist
https://cve.report/CVE-2010-1155/cve_org
https://cve.report/CVE-2010-1155.pdf
http://cve.report/software/irssi/irssi
http://cve.report/vendor/irssi
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://marc.info/?l=oss-security&m=127098845125270&w=2
http://irssi.org/news
https://web.archive.org/web/2010/http://secunia.com/advisories/39620
http://lists.fedoraproject.org/pipermail/package-announce/2010-May/041054.html
http://www.vupen.com/english/advisories/2010/1110
http://lists.opensuse.org/opensuse-security-announce/2010-05/msg00001.html

Webmail : Solution de messagerie

professionnelle - OVHcloud- OVH
'Re: [oss-security] CVE request: irssi m
0.8.15'- MARC
'Re: [oss-security] CVE request: irssi [ marc.info |
0.8.15' - MARC
The Slackware Linux Project: Slackware
Security Advisories

IBM X-Force Exchange
text/html

USN-929-1: irssi vulnerabilities | Ubuntu

Fedora update for irssi - Advisories -
Community
'[oss-security] Re: CVE request: irssi [ marc.info |
0.8.15' - MARC
Webmail : Solution de messagerie | www.vupen.com |
professionnelle - OVHcloud- OVH
Webmail : Solution de messagerie [ Patch |
professionnelle - OVHcloud- OVH
Check if an SSL certificate matches the [ github.com |
hostname of the server we are... -
ensc/irssi-proxy@85bbc05 - GitHub

Irssi - The client of the future [ irssi.org |

irssi Denial of Service and SSL Hostname
Verification Vulnerabilities - Advisories -
Community

exchange.xforce.ibmcloud.com

3 VUPEN ADV-2010-0987
2) MLIST [oss-security] 20100413 Re: CVE request: irssi
0.8.15

) MLIST [oss-security] 20100412 Re: CVE request: irssi
0.8.15

() SLACKWARE SSA:2010-116-01

€ XF irssi-hostname-mitm(57790)

@® UBUNTU USN-929-1

){ SECUNIA 39797

) MLIST [oss-security] 20100413 Re: CVE request: irssi
0.8.15

() VUPEN ADV-2010-1107

3 VUPEN ADV-2010-0856

() CONFIRM github.com/enscfirssi-

proxy/commit/85bbc05b21678e80423815d2ef1dfe26208491ab

& CONFIRM irssi.org/news/Changelog

{ SECUNIA 39365

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)
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Irssi

Irssi

Irssi

Irssi

cpe:2.3:a:irssi:irssi:0.8.0: "

cpe:2.3:airssi:irssi:0.8.1:

kKK kKK,

cpe:2.3:a:irssi:irssi:0.8.10:rc5: "

kKK kKK,

cpe:2.3:a:irssi:irssi:0.8.10:rc6: """

kKK LKLk k.

cpe:2.3:a:irssi:irssi:0.8.10:rc7:*: "

kKK kKK,

cpe:2.3:a:irssi:irssi:0.8.10:rc8:*: " :*:*:

aKLakak ok akuk k.

cpe:2.3:a:irssi:irssi:0.8.12: %

KKKk kK,

cpe:2.3:a:irssi:irssi:0.8.12:rc1 7 7 7

cpe:2.3:a:irssi:irssi:0.8.2:

cpe:2.3:a:irssi:irssi:0.8.3: s

cpe:2.3:a:irssi:irssi:0.8.4:

cpe:2.3:a:irssi:irssi:0.8.5: s

cpe:2.3:a:irssi:irssi:0.8.6:*

cpe:2.3:a:irssi:irssi:0.8.7:

cpe:2.3:a:irssi:irssi:0.8.8:

cpe:2.3:a:irssi:irssi:0.8.9:
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cpe:2.3:airssi:irssi:0.8.1: "k

KLk Lk KLk k,

cpe:2.3:a:irssi:irssi:0.8.10:rc6: """

kKK kKK,

cpe:2.3:a:irssi:irssi:0.8.10:rc7: "

KLk Lk LKLk k,

cpe:2.3:a:irssi:irssi:0.8.10:rc8: """

ARk Lk kKK,

cpe:2.3:a:irssi:irssi:0.8.11:rc1 7 "

kKK kKK,

cpe:2.3:a:irssi:irssi:0.8.11:rc2:*: "

akakLk kKKK,

cpe:2.3:a:irssi:irssi:0.8.12:%: "

KKk kKK,

cpe:2.3:a:irssi:irssi:0.8.12:rc1 " "

kKK kKK,

cpe:2.3:a:irssi:irssi:0.8.13:rc1 7 7 7
cpe:2.3:a:irssi:irssi:0.8.14: %
cpe:2.3:airssiiirssi:0.8.2:*
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No vendor comments have been submitted for this CVE
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