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Atlassian JIRA 3.12 through 4.1 allows remote authenticated administrators to execute arbitrary code by modifying the (1) ¢
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Application Atlassian Jira 3.12.3 All All All

Application Atlassian Jira 3.13 All All All

Application Atlassian Jira 3.13.1 All All All

Application Atlassian Jira 3.13.2 All All All

Application Atlassian Jira 3.13.3 All All All

Application Atlassian Jira 3.13.4 All All All

Application Atlassian Jira 3.13.5 All All All

Application Atlassian Jira 4.0 All All All

Application Atlassian Jira 4.0.1 All All All

Application Atlassian Jira 4.0.2 All All All

Application Atlassian Jira 41 All All All

Reference Source Link

IBM X-Force Exchange XF exchange.xforce.it
Atlassian JIRA Privilege Escalation and Multiple Cross Site Scripting Vulnerabilities BID www.securityfocus
Atlassian JIRA Multiple Vulnerabilities - Secunia.com SECUNIA  secunia.com

[#JRA-20995] Privilege escalation vulnerability when administrator access is compromised - Atlassian JIRA  CONFIRM jira.atlassian.com

oss-security - CVE Request: JIRA Issues MLIST www.openwall.con
[#JRA-21004] XSS and Privilege Escalation Vulnerabilities in JIRA - Atlassian JIRA CONFIRM jira.atlassian.com
JIRA Security Advisory 2010-04-16 - JIRA 4.2 - Atlassian Documentation - Confluence CONFIRM confluence.atlassi:
oss-security - Re: CVE Request: JIRA Issues MLIST www.openwall.con
CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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