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Summary

CVE CVE-2010-1167

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-05-07 18:24:00 UTC

Updated 2018-10-10 19:55:00 UTC

Description fetchmail 4.6.3 through 6.3.16, when debug mode is enabled, does not properly handle invalid characters in a multi-character locale, which allows remote attackers to cause a denial of service (memory consumption and application crash) via a crafted (1) message header or (2) POP3 UIDL list.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Fetchmail Fetchmail 4.6.3 All All All

Application Fetchmail Fetchmail 4.6.4 All All All

Application Fetchmail Fetchmail 4.6.5 All All All

Application Fetchmail Fetchmail 4.6.6 All All All

Application Fetchmail Fetchmail 4.6.7 All All All

Application Fetchmail Fetchmail 4.6.8 All All All

Application Fetchmail Fetchmail 4.6.9 All All All

Application Fetchmail Fetchmail 4.7.0 All All All

Application Fetchmail Fetchmail 4.7.1 All All All

Application Fetchmail Fetchmail 4.7.2 All All All

Application Fetchmail Fetchmail 4.7.3 All All All

Application Fetchmail Fetchmail 4.7.4 All All All

Application Fetchmail Fetchmail 4.7.5 All All All

Application Fetchmail Fetchmail 4.7.6 All All All

Application Fetchmail Fetchmail 4.7.7 All All All

Application Fetchmail Fetchmail 5.0.0 All All All

Application Fetchmail Fetchmail 5.0.1 All All All
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Application Fetchmail Fetchmail 5.0.1 All All All

Application Fetchmail Fetchmail 5.0.2 All All All

Application Fetchmail Fetchmail 5.0.3 All All All

Application Fetchmail Fetchmail 5.0.4 All All All

Application Fetchmail Fetchmail 5.0.5 All All All

Application Fetchmail Fetchmail 5.0.6 All All All

Application Fetchmail Fetchmail 5.0.7 All All All

Application Fetchmail Fetchmail 5.0.8 All All All

Application Fetchmail Fetchmail 5.1.0 All All All

Application Fetchmail Fetchmail 5.1.4 All All All

Application Fetchmail Fetchmail 5.2.0 All All All

Application Fetchmail Fetchmail 5.2.1 All All All

Application Fetchmail Fetchmail 5.2.3 All All All

Application Fetchmail Fetchmail 5.2.4 All All All

Application Fetchmail Fetchmail 5.2.7 All All All

Application Fetchmail Fetchmail 5.2.8 All All All

Application Fetchmail Fetchmail 5.3.0 All All All

Application Fetchmail Fetchmail 5.3.1 All All All

Application Fetchmail Fetchmail 5.3.3 All All All

Application Fetchmail Fetchmail 5.3.8 All All All

Application Fetchmail Fetchmail 5.4.0 All All All

Application Fetchmail Fetchmail 5.4.3 All All All

Application Fetchmail Fetchmail 5.4.4 All All All

Application Fetchmail Fetchmail 5.4.5 All All All

Application Fetchmail Fetchmail 5.5.0 All All All

Application Fetchmail Fetchmail 5.5.2 All All All

Application Fetchmail Fetchmail 5.5.3 All All All

Application Fetchmail Fetchmail 5.5.5 All All All

Application Fetchmail Fetchmail 5.5.6 All All All

Application Fetchmail Fetchmail 5.6.0 All All All

Application Fetchmail Fetchmail 5.7.0 All All All

Application Fetchmail Fetchmail 5.7.2 All All All

Application Fetchmail Fetchmail 5.7.4 All All All

Application Fetchmail Fetchmail 5.8 All All All

Application Fetchmail Fetchmail 5.8.1 All All All

Application Fetchmail Fetchmail 5.8.11 All All All
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Application Fetchmail Fetchmail 5.8.13 All All All

Application Fetchmail Fetchmail 5.8.14 All All All

Application Fetchmail Fetchmail 5.8.17 All All All

Application Fetchmail Fetchmail 5.8.2 All All All

Application Fetchmail Fetchmail 5.8.3 All All All

Application Fetchmail Fetchmail 5.8.4 All All All

Application Fetchmail Fetchmail 5.8.5 All All All

Application Fetchmail Fetchmail 5.8.6 All All All

Application Fetchmail Fetchmail 5.9.0 All All All

Application Fetchmail Fetchmail 5.9.10 All All All

Application Fetchmail Fetchmail 5.9.11 All All All

Application Fetchmail Fetchmail 5.9.13 All All All

Application Fetchmail Fetchmail 5.9.4 All All All

Application Fetchmail Fetchmail 5.9.5 All All All

Application Fetchmail Fetchmail 5.9.8 All All All

Application Fetchmail Fetchmail 6.0.0 All All All

Application Fetchmail Fetchmail 6.1.0 All All All

Application Fetchmail Fetchmail 6.1.3 All All All

Application Fetchmail Fetchmail 6.2.0 All All All

Application Fetchmail Fetchmail 6.2.1 All All All

Application Fetchmail Fetchmail 6.2.2 All All All

Application Fetchmail Fetchmail 6.2.3 All All All

Application Fetchmail Fetchmail 6.2.4 All All All

Application Fetchmail Fetchmail 6.2.5 All All All

Application Fetchmail Fetchmail 6.2.5.1 All All All

Application Fetchmail Fetchmail 6.2.5.2 All All All

Application Fetchmail Fetchmail 6.2.5.4 All All All

Application Fetchmail Fetchmail 6.2.6 pre4 All All

Application Fetchmail Fetchmail 6.2.6 pre8 All All

Application Fetchmail Fetchmail 6.2.6 pre9 All All

Application Fetchmail Fetchmail 6.2.9 rc10 All All

Application Fetchmail Fetchmail 6.2.9 rc3 All All

Application Fetchmail Fetchmail 6.2.9 rc4 All All

Application Fetchmail Fetchmail 6.2.9 rc5 All All

Application Fetchmail Fetchmail 6.2.9 rc7 All All

Application Fetchmail Fetchmail 6.2.9 rc8 All All
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Application Fetchmail Fetchmail 6.2.9 rc8 All All

Application Fetchmail Fetchmail 6.2.9 rc9 All All

Application Fetchmail Fetchmail 6.3.0 All All All

Application Fetchmail Fetchmail 6.3.1 All All All

Application Fetchmail Fetchmail 6.3.10 All All All

Application Fetchmail Fetchmail 6.3.11 All All All

Application Fetchmail Fetchmail 6.3.12 All All All

Application Fetchmail Fetchmail 6.3.13 All All All

Application Fetchmail Fetchmail 6.3.14 All All All

Application Fetchmail Fetchmail 6.3.15 All All All

Application Fetchmail Fetchmail 6.3.16 All All All

Application Fetchmail Fetchmail 6.3.2 All All All

Application Fetchmail Fetchmail 6.3.3 All All All

Application Fetchmail Fetchmail 6.3.4 All All All

Application Fetchmail Fetchmail 6.3.5 All All All

Application Fetchmail Fetchmail 6.3.6 All All All

Application Fetchmail Fetchmail 6.3.6 rc1 All All

Application Fetchmail Fetchmail 6.3.6 rc2 All All

Application Fetchmail Fetchmail 6.3.6 rc3 All All

Application Fetchmail Fetchmail 6.3.6 rc4 All All

Application Fetchmail Fetchmail 6.3.6 rc5 All All

Application Fetchmail Fetchmail 6.3.7 All All All

Application Fetchmail Fetchmail 6.3.8 All All All

Application Fetchmail Fetchmail 6.3.9 All All All

Application Fetchmail Fetchmail 4.6.3 All All All

Application Fetchmail Fetchmail 4.6.4 All All All

Application Fetchmail Fetchmail 4.6.5 All All All

Application Fetchmail Fetchmail 4.6.6 All All All

Application Fetchmail Fetchmail 4.6.7 All All All

Application Fetchmail Fetchmail 4.6.8 All All All

Application Fetchmail Fetchmail 4.6.9 All All All

Application Fetchmail Fetchmail 4.7.0 All All All

Application Fetchmail Fetchmail 4.7.1 All All All

Application Fetchmail Fetchmail 4.7.2 All All All

Application Fetchmail Fetchmail 4.7.3 All All All

Application Fetchmail Fetchmail 4.7.4 All All All
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Application Fetchmail Fetchmail 4.7.5 All All All

Application Fetchmail Fetchmail 4.7.6 All All All

Application Fetchmail Fetchmail 4.7.7 All All All

Application Fetchmail Fetchmail 5.0.0 All All All

Application Fetchmail Fetchmail 5.0.1 All All All

Application Fetchmail Fetchmail 5.0.2 All All All

Application Fetchmail Fetchmail 5.0.3 All All All

Application Fetchmail Fetchmail 5.0.4 All All All

Application Fetchmail Fetchmail 5.0.5 All All All

Application Fetchmail Fetchmail 5.0.6 All All All

Application Fetchmail Fetchmail 5.0.7 All All All

Application Fetchmail Fetchmail 5.0.8 All All All

Application Fetchmail Fetchmail 5.1.0 All All All

Application Fetchmail Fetchmail 5.1.4 All All All

Application Fetchmail Fetchmail 5.2.0 All All All

Application Fetchmail Fetchmail 5.2.1 All All All

Application Fetchmail Fetchmail 5.2.3 All All All

Application Fetchmail Fetchmail 5.2.4 All All All

Application Fetchmail Fetchmail 5.2.7 All All All

Application Fetchmail Fetchmail 5.2.8 All All All

Application Fetchmail Fetchmail 5.3.0 All All All

Application Fetchmail Fetchmail 5.3.1 All All All

Application Fetchmail Fetchmail 5.3.3 All All All

Application Fetchmail Fetchmail 5.3.8 All All All

Application Fetchmail Fetchmail 5.4.0 All All All

Application Fetchmail Fetchmail 5.4.3 All All All

Application Fetchmail Fetchmail 5.4.4 All All All

Application Fetchmail Fetchmail 5.4.5 All All All

Application Fetchmail Fetchmail 5.5.0 All All All

Application Fetchmail Fetchmail 5.5.2 All All All

Application Fetchmail Fetchmail 5.5.3 All All All

Application Fetchmail Fetchmail 5.5.5 All All All

Application Fetchmail Fetchmail 5.5.6 All All All

Application Fetchmail Fetchmail 5.6.0 All All All

Application Fetchmail Fetchmail 5.7.0 All All All
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Application Fetchmail Fetchmail 5.7.2 All All All

Application Fetchmail Fetchmail 5.7.4 All All All

Application Fetchmail Fetchmail 5.8 All All All

Application Fetchmail Fetchmail 5.8.1 All All All

Application Fetchmail Fetchmail 5.8.11 All All All

Application Fetchmail Fetchmail 5.8.13 All All All

Application Fetchmail Fetchmail 5.8.14 All All All

Application Fetchmail Fetchmail 5.8.17 All All All

Application Fetchmail Fetchmail 5.8.2 All All All

Application Fetchmail Fetchmail 5.8.3 All All All

Application Fetchmail Fetchmail 5.8.4 All All All

Application Fetchmail Fetchmail 5.8.5 All All All

Application Fetchmail Fetchmail 5.8.6 All All All

Application Fetchmail Fetchmail 5.9.0 All All All

Application Fetchmail Fetchmail 5.9.10 All All All

Application Fetchmail Fetchmail 5.9.11 All All All

Application Fetchmail Fetchmail 5.9.13 All All All

Application Fetchmail Fetchmail 5.9.4 All All All

Application Fetchmail Fetchmail 5.9.5 All All All

Application Fetchmail Fetchmail 5.9.8 All All All

Application Fetchmail Fetchmail 6.0.0 All All All

Application Fetchmail Fetchmail 6.1.0 All All All

Application Fetchmail Fetchmail 6.1.3 All All All

Application Fetchmail Fetchmail 6.2.0 All All All

Application Fetchmail Fetchmail 6.2.1 All All All

Application Fetchmail Fetchmail 6.2.2 All All All

Application Fetchmail Fetchmail 6.2.3 All All All

Application Fetchmail Fetchmail 6.2.4 All All All

Application Fetchmail Fetchmail 6.2.5 All All All

Application Fetchmail Fetchmail 6.2.5.1 All All All

Application Fetchmail Fetchmail 6.2.5.2 All All All

Application Fetchmail Fetchmail 6.2.5.4 All All All

Application Fetchmail Fetchmail 6.2.6 pre4 All All

Application Fetchmail Fetchmail 6.2.6 pre8 All All

Application Fetchmail Fetchmail 6.2.6 pre9 All All

Application Fetchmail Fetchmail 6.2.9 rc10 All All
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Application Fetchmail Fetchmail 6.2.9 rc10 All All

Application Fetchmail Fetchmail 6.2.9 rc3 All All

Application Fetchmail Fetchmail 6.2.9 rc4 All All

Application Fetchmail Fetchmail 6.2.9 rc5 All All

Application Fetchmail Fetchmail 6.2.9 rc7 All All

Application Fetchmail Fetchmail 6.2.9 rc8 All All

Application Fetchmail Fetchmail 6.2.9 rc9 All All

Application Fetchmail Fetchmail 6.3.0 All All All

Application Fetchmail Fetchmail 6.3.1 All All All

Application Fetchmail Fetchmail 6.3.10 All All All

Application Fetchmail Fetchmail 6.3.11 All All All

Application Fetchmail Fetchmail 6.3.12 All All All

Application Fetchmail Fetchmail 6.3.13 All All All

Application Fetchmail Fetchmail 6.3.14 All All All

Application Fetchmail Fetchmail 6.3.15 All All All

Application Fetchmail Fetchmail 6.3.16 All All All

Application Fetchmail Fetchmail 6.3.2 All All All

Application Fetchmail Fetchmail 6.3.3 All All All

Application Fetchmail Fetchmail 6.3.4 All All All

Application Fetchmail Fetchmail 6.3.5 All All All

Application Fetchmail Fetchmail 6.3.6 All All All

Application Fetchmail Fetchmail 6.3.6 rc1 All All

Application Fetchmail Fetchmail 6.3.6 rc2 All All

Application Fetchmail Fetchmail 6.3.6 rc3 All All

Application Fetchmail Fetchmail 6.3.6 rc4 All All

Application Fetchmail Fetchmail 6.3.6 rc5 All All

Application Fetchmail Fetchmail 6.3.7 All All All

Application Fetchmail Fetchmail 6.3.8 All All All

Application Fetchmail Fetchmail 6.3.9 All All All

Application Fetchmail Fetchmail All rc2 All All
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500 Internal Server Error CONFIRM developer.berlios.de

SecurityFocus BUGTRAQ www.securityfocus.com

www.fetchmail.info/fetchmail-SA-2010-02.txt CONFIRM www.fetchmail.info Patch
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CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2010-05-10 Tomas Hoger Red Hat is aware of this issue and is tracking it via the following bug: https://bugzilla.redhat.com/show_bug.cgi?id=CVE-2010-1167 The Red Hat Security Response Team has rated this issue as having low security impact, a future update may address this flaw.

There are currently no legacy QID mappings associated with this CVE.
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CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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