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CVE-2010-1170

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE-2010-1170

PUBLIC

secalert@redhat.com

CVE Program / NVD first with legacy fallback
2010-05-19 18:30:00 UTC

2017-09-19 01:30:00 UTC

The PL/Tcl implementation in PostgreSQL 7.4 before 7.4.29, 8.0 before 8.0.25, 8.1 before 8.1.21, 8.2 before 8.2.17, 8.3 be!
| |

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Postgresql Postgresql 7.4 All All All
Postgresql Postgresql 7.4 All All All
Postgresql Postgresql 7.4.10 All All All
Postgresql Postgresql 7.4.11 All All All
Postgresql Postgresql 7.4.12 All All All
Postgresql Postgresql 7.4.13 All All All
Postgresql Postgresql 7.4.14 All All All
Postgresql Postgresql 7.4.15 All All All
Postgresql Postgresql 7.4.16 All All All
Postgresql Postgresql 7.417 All All All
Postgresql Postgresql 7.4.18 All All All
Postgresql Postgresql 7.4.19 All All All
Postgresql Postgresql 7.4.2 All All All
Postgresql Postgresql 7.4.20 All All All
Postgresql Postgresql 7.4.21 All All All
Postgresql Postgresql 7.4.22 All All All
Postgresal Postgresal 7.4.23 All All All
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Applicaton rosigresql rosigresql 5.2.14 All All All
Application Postgresql Postgresql 8.2.15 All All All
Application Postgresql Postgresql 8.2.16 All All All
Application Postgresql Postgresql 8.2.2 All All All
Application Postgresql Postgresql 8.2.3 All All All
Application Postgresql Postgresql 8.2.4 All All All
Application Postgresql Postgresql 8.25 All All All
Application Postgresql Postgresql 8.2.6 All All All
Application Postgresql Postgresql 8.2.7 All All All
Application Postgresql Postgresql 8.2.8 All All All
Application Postgresql Postgresql 8.2.9 All All All
Application Postgresql Postgresql 8.3 All All All
Application Postgresql Postgresql 8.3.1 All All All
Application Postgresql Postgresql 8.3.10 All All All
Application Postgresql Postgresql 8.3.2 All All All
Application Postgresql Postgresql 8.3.3 All All All
Application Postgresql Postgresql 8.3.4 All All All
Application Postgresql Postgresql 8.3.5 All All All
Application Postgresql Postgresql 8.3.6 All All All
Application Postgresql Postgresql 8.3.7 All All All
Application Postgresql Postgresql 8.3.8 All All All
Application Postgresql Postgresql 8.3.9 All All All
Application Postgresql Postgresql 8.4 All All All
Application Postgresql Postgresql 8.4.1 All All All
Application Postgresql Postgresql 8.4.2 All All All
Application Postgresql Postgresql 8.4.3 All All All
Application Postgresql Postgresql 9.0.0 betal All All
Reference

Debian -- Security Information -- DSA-2051-1 postgresql-8.3

PostgreSQL Multiple Security Vulnerabilities

Bug 583072 — CVE-2010-1170 PostgreSQL: PL/Tcl Intended restriction bypass

[security-announce] SUSE Security Summary Report: SUSE-SR:2010:014

SecurityTracker.com Archives - PostgreSQL Insecure Permissions on pltcl_modules Table Lets Remote Authenticated Users Gain Elevated P

mandriva.com
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http://cve.report/software/postgresql/postgresql
http://www.debian.org/security/2010/dsa-2051
http://www.securityfocus.com/bid/40215
https://bugzilla.redhat.com/show_bug.cgi?id=583072
http://lists.opensuse.org/opensuse-security-announce/2010-08/msg00001.html
http://www.securitytracker.com/id?1023987
http://www.mandriva.com/security/advisories?name=MDVSA-2010:103

Support

Fedora update for postgresql - Secunia.com

PostgreSQL: Documentation: Manuals: PostgreSQL 8.4: Release 8.0.25
Support

PostgreSQL: Documentation: Manuals: PostgreSQL 8.4: Release 8.2.17
PostgreSQL Two Vulnerabilities - Advisories - Community

PostgreSQL: Documentation: Manuals: PostgreSQL 8.4: Release 7.4.29
64757

PostgreSQL: Security Information

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
[SECURITY] Fedora 11 Update: postgresql-8.3.11-1.fc11

Debian update for postgresql-8.3 - Advisories - Community

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
PostgreSQL: News: 2010-05-17 PostgreSQL Security Update
PostgreSQL: Documentation: Manuals: PostgreSQL 8.4: Release 8.4.4
Repository / Oval Repository

Red Hat update for postgresql84 - Secunia.com

PostgreSQL: Documentation: Manuals: PostgreSQL 8.4: Release 8.3.11
'[security bulletin] HPSBMU02781 SSRT100617 rev.1 - HP Network Node Manager i (NNMi) for HP-UX, Linux' - MARC
oss-security - CVE-2010-1974 reject request (dupe of CVE-2010-1168) and CVE-2010-1447 description modification request
Support

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
Red Hat update for postgresgl - Secunia.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
PostgreSQL: Documentation: Manuals: PostgreSQL 8.4: Release 8.1.21
Support

[SECURITY] Fedora 12 Update: postgresql-8.4.4-1.fc12

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
[SECURITY] Fedora 13 Update: postgresql-8.4.4-1.fc13

CVE Program record

NVD vulnerability detail

4 |

No vendor comments have been submitted for this CVE.


http://www.redhat.com/support/errata/RHSA-2010-0429.html
http://secunia.com/advisories/39815
http://www.postgresql.org/docs/current/static/release-8-0-25.html
http://www.redhat.com/support/errata/RHSA-2010-0427.html
http://www.postgresql.org/docs/current/static/release-8-2-17.html
http://secunia.com/advisories/39845
http://www.postgresql.org/docs/current/static/release-7-4-29.html
http://osvdb.org/64757
http://www.postgresql.org/support/security
http://www.vupen.com/english/advisories/2010/1198
http://lists.fedoraproject.org/pipermail/package-announce/2010-May/041591.html
http://secunia.com/advisories/39939
http://www.vupen.com/english/advisories/2010/1167
http://www.vupen.com/english/advisories/2010/1182
http://www.postgresql.org/about/news.1203
http://www.postgresql.org/docs/current/static/release-8-4-4.html
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A10510
http://secunia.com/advisories/39898
http://www.postgresql.org/docs/current/static/release-8-3-11.html
http://marc.info/?l=bugtraq&m=134124585221119&w=2
http://www.openwall.com/lists/oss-security/2010/05/20/5
http://www.redhat.com/support/errata/RHSA-2010-0430.html
http://www.vupen.com/english/advisories/2010/1221
http://secunia.com/advisories/39820
http://www.vupen.com/english/advisories/2010/1207
http://www.postgresql.org/docs/current/static/release-8-1-21.html
http://www.redhat.com/support/errata/RHSA-2010-0428.html
http://lists.fedoraproject.org/pipermail/package-announce/2010-May/041579.html
http://www.vupen.com/english/advisories/2010/1197
http://lists.fedoraproject.org/pipermail/package-announce/2010-May/041559.html
https://www.cve.org/CVERecord?id=CVE-2010-1170
https://nvd.nist.gov/vuln/detail/CVE-2010-1170

There are currently no legacy QID mappings associated with this CVE.
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