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Summary

CVE CVE-2010-1172

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-08-20 18:00:00 UTC

Updated 2017-08-17 01:32:00 UTC

Description DBus-GLib 0.73 disregards the access flag of exported GObject properties, which allows local users to bypass intended access restrictions and possibly cause a denial of service by modifying properties, as demonstrated by properties of the (1) DeviceKit-Power, (2) NetworkManager, and (3) ModemManager services.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Freedesktop Dbus-glib 0.73 All All All

Application Freedesktop Dbus-glib 0.73 All All All

References

Reference Source

dbus-glib 'access' Flag Local Denial Of Service Vulnerability BID

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

585394 – (CVE-2010-1172) CVE-2010-1172 dbus-glib: property access not validated CONFIRM

dbus-glib D-Bus GLib Bindings Property Access Security Bypass - Secunia.com SECUNIA

[security-announce] SUSE Security Summary Report: SUSE-SR:2010:020 SUSE

dbus/dbus-glib - Glib bindings for D-Bus lightweight IPC mechanism (mirrored from https://gitlab.freedesktop.org/dbus/dbus-glib) CONFIRM

IBM X-Force Exchange XF

[security-announce] SUSE Security Summary Report: SUSE-SR:2010:019 SUSE

ASA-2010-276 (RHSA-2010-0616) CONFIRM

Support REDHAT

SUSE Update for Multiple Packages - Secunia.com SECUNIA

[security-announce] SUSE Security Summary Report: SUSE-SR:2010:022 SUSE
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Security Advisory SA40925 - Red Hat update for dbus-glib - Secunia SECUNIA

Juniper Networks - 2015-10 Security Bulletin: CTPView: Multiple Vulnerabilities in CTPView CONFIRM

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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