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Summary

CVE CVE-2010-1176

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-03-29 19:30:00 UTC

Updated 2010-03-30 04:00:00 UTC

Description Safari on Apple iPhone OS 3.1.3 for iPod touch allows remote attackers to cause a denial of service (application crash) or possibly execute arbitrary code via vectors related to an array of long strings, an array of IMG elements with crafted strings in their SRC attributes, a TBODY element with no associated TABLE element, and certain calls to the delete operator and the cloneNode, clearAttributes, and CollectGarbage methods, possibly a related issue to CVE-2009-0075.

Risk And Classification

Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Apple Iphone Os 3.1.3 All All All

Operating System Apple Iphone Os 3.1.3 - ipodtouch All

Operating System Apple Iphone Os 3.1.3 All All All

Operating System Apple Iphone Os 3.1.3 - ipodtouch All

Application Apple Safari All All All All

Application Apple Safari All All All All

References

Reference Source Link Tags

Apple iPhone/iPod Touch Safari Malformed Image Remote Code Execution Vulnerability BID www.securityfocus.com Exploit

Nishant Das Patnaik MISC nishantdaspatnaik.yolasite.com Exploit

Remote DoS on Safari for iPhone & iPod Touch EXPLOIT-DB www.exploit-db.com Exploit

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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