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Mozilla Firefox 3.5.x before 3.5.10 and 3.6.x before 3.6.4, and SeaMonkey before 2.0.5, does not properly handle situations
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Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)
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Vendor Product Version Update Edition Language
Mozilla Firefox 3.5 All All All
Mozilla Firefox 3.5.1 All All All
Mozilla Firefox 3.5.2 All All All
Mozilla Firefox 3.5.3 All All All
Mozilla Firefox 3.5.4 All All All
Mozilla Firefox 3.55 All All All
Mozilla Firefox 3.5.6 All All All
Mozilla Firefox 3.5.7 All All All
Mozilla Firefox 3.5.9 All All All
Mozilla Firefox 3.6 All All All
Mozilla Firefox 3.6.2 All All All
Mozilla Firefox 3.6.3 All All All
Mozilla Firefox 3.5 All All All
Mozilla Firefox 3.5.1 All All All
Mozilla Firefox 3.5.2 All All All
Mozilla Firefox 3.5.3 All All All
Mozilla Firefox 354 All All All
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Application Mozilla Seamonkey 1.1.12 All All All
Application Mozilla Seamonkey 1.1.13 All All All
Application Mozilla Seamonkey 1.1.14 All All All
Application Mozilla Seamonkey 1.1.15 All All All
Application Mozilla Seamonkey 1.1.16 All All All
Application Mozilla Seamonkey 1.1.17 All All All
Application Mozilla Seamonkey 1.1.18 All All All
Application Mozilla Seamonkey 1.1.19 All All All
Application Mozilla Seamonkey 1.1.2 All All All
Application Mozilla Seamonkey 1.1.3 All All All
Application Mozilla Seamonkey 1.1.4 All All All
Application Mozilla Seamonkey 1.1.5 All All All
Application Mozilla Seamonkey 1.1.6 All All All
Application Mozilla Seamonkey 1.1.7 All All All
Application Mozilla Seamonkey 1.1.8 All All All
Application Mozilla Seamonkey 1.1.9 All All All
Application Mozilla Seamonkey 2.0 All All All
Application Mozilla Seamonkey 2.0 alpha_1 All All
Application Mozilla Seamonkey 2.0 alpha_2 All All
Application Mozilla Seamonkey 2.0 alpha_3 All All
Application Mozilla Seamonkey 2.0 beta_1 All All
Application Mozilla Seamonkey 2.0 beta_2 All All
Application Mozilla Seamonkey 2.0 rcl All All
Application Mozilla Seamonkey 2.0 rc2 All All
Application Mozilla Seamonkey 2.0.1 All All All
Application Mozilla Seamonkey 2.0.2 All All All
Application Mozilla Seamonkey 2.0.3 All All All
Application Mozilla Seamonkey All All All All
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Malformed Request

Webmail - OVH

[SECURITY] Fedora 12 Update: firefox-3.5.10-1.fc12

Mozilla SeaMonkey Multiple Vulnerabilities - Advisories - Community

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

ASA-2010-165 (RHSA-2010-0500)

Support | Red Hat

Support / Security / Advisories / / MDVSA-2010:125 | Mandriva

MFSA 2010-32: Content-Disposition: attachment ignored if Content-Type: multipart also present

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

RETIRED: Mozilla Firefox/Thunderbird/SeaMonkey MFSA 2010-26/27/28/29/30/32 Remote Vulnerabilities
Support

Webmail - OVH

Support

SecurityTracker.com Archives - Mozilla Firefox Multiple Flaws Let Remote Users Execute Arbitrary Code, Access Keystrokes, and Conduct Cr
SUSE update for MozillaFirefox and mozilla-xulrunner191 - Advisories - Community

Webmail - OVH

Ubuntu update for firefox and xulrunner - Advisories - Community

USN-930-1: Firefox and Xulrunner vulnerabilities | Ubuntu

USN-930-2: apturl, Epiphany, gecko-sharp, gnome-python-extras, liferea, rhythmbox, totem, ubufox, yelp update | Ubuntu
IBM X-Force Exchange

537120 — (CVE-2010-1197) Content-Disposition: attachment ignored if Content-Type: multipart also present
CVE Program record

NVD vulnerability detail

4] | |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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site. This site includes MITRE data granted under the following license.

Free CVE JSON API cve.report/api


http://www.securityfocus.com/bid/41103
http://www.vupen.com/english/advisories/2010/1557
http://lists.fedoraproject.org/pipermail/package-announce/2010-June/043369.html
http://secunia.com/advisories/40326
http://www.vupen.com/english/advisories/2010/1556
http://support.avaya.com/css/P8/documents/100091069
http://www.redhat.com/support/errata/RHSA-2010-0501.html
http://www.mandriva.com/security/advisories?name=MDVSA-2010:125
http://www.mozilla.org/security/announce/2010/mfsa2010-32.html
http://www.vupen.com/english/advisories/2010/1551
http://www.securityfocus.com/bid/41050
http://www.redhat.com/support/errata/RHSA-2010-0499.html
http://www.vupen.com/english/advisories/2010/1640
http://www.redhat.com/support/errata/RHSA-2010-0500.html
http://www.securitytracker.com/id?1024138
http://secunia.com/advisories/40481
http://www.vupen.com/english/advisories/2010/1773
http://secunia.com/advisories/40401
http://ubuntu.com/usn/usn-930-1
http://www.ubuntu.com/usn/usn-930-2
https://exchange.xforce.ibmcloud.com/vulnerabilities/59667
https://bugzilla.mozilla.org/show_bug.cgi?id=537120
https://www.cve.org/CVERecord?id=CVE-2010-1197
https://nvd.nist.gov/vuln/detail/CVE-2010-1197
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api

CVE.report and Source URL Uptime Status status.cve.report


https://status.cve.report

	CVE-2010-1197
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References


