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Use-after-free vulnerability in Mozilla Firefox 3.5.x before 3.5.10 and 3.6.x before 3.6.4, and SeaMonkey before 2.0.5, allow
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Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type
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Application
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Application

Application

Vendor Product Version Update Edition Language
Mozilla Firefox 3.5 All All All
Mozilla Firefox 3.5.1 All All All
Mozilla Firefox 3.5.2 All All All
Mozilla Firefox 3.5.3 All All All
Mozilla Firefox 3.5.4 All All All
Mozilla Firefox 3.55 All All All
Mozilla Firefox 3.5.6 All All All
Mozilla Firefox 3.5.7 All All All
Mozilla Firefox 3.5.9 All All All
Mozilla Firefox 3.6 All All All
Mozilla Firefox 3.6.2 All All All
Mozilla Firefox 3.6.3 All All All
Mozilla Firefox 3.5 All All All
Mozilla Firefox 3.5.1 All All All
Mozilla Firefox 3.5.2 All All All
Mozilla Firefox 3.5.3 All All All
Mozilla Firefox 354 All All All
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Application Mozilla Seamonkey 1.1.12 All All All
Application Mozilla Seamonkey 1.1.13 All All All
Application Mozilla Seamonkey 1.1.14 All All All
Application Mozilla Seamonkey 1.1.15 All All All
Application Mozilla Seamonkey 1.1.16 All All All
Application Mozilla Seamonkey 1.1.17 All All All
Application Mozilla Seamonkey 1.1.18 All All All
Application Mozilla Seamonkey 1.1.19 All All All
Application Mozilla Seamonkey 1.1.2 All All All
Application Mozilla Seamonkey 1.1.3 All All All
Application Mozilla Seamonkey 1.1.4 All All All
Application Mozilla Seamonkey 1.1.5 All All All
Application Mozilla Seamonkey 1.1.6 All All All
Application Mozilla Seamonkey 1.1.7 All All All
Application Mozilla Seamonkey 1.1.8 All All All
Application Mozilla Seamonkey 1.1.9 All All All
Application Mozilla Seamonkey 2.0 All All All
Application Mozilla Seamonkey 2.0 alpha_1 All All
Application Mozilla Seamonkey 2.0 alpha_2 All All
Application Mozilla Seamonkey 2.0 alpha_3 All All
Application Mozilla Seamonkey 2.0 beta_1 All All
Application Mozilla Seamonkey 2.0 beta_2 All All
Application Mozilla Seamonkey 2.0 rcl All All
Application Mozilla Seamonkey 2.0 rc2 All All
Application Mozilla Seamonkey 2.0.1 All All All
Application Mozilla Seamonkey 2.0.2 All All All
Application Mozilla Seamonkey 2.0.3 All All All
Application Mozilla Seamonkey All All All All
Reference

Repository / Oval Repository

[security-announce] SUSE Security Announcement: Mozilla Firefox (SUSE-SA
[SECURITY] Fedora 13 Update: firefox-3.6.4-1.fc13

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

IBM X-Force Exchange
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Webmail - OVH

[SECURITY] Fedora 12 Update: firefox-3.5.10-1.fc12

Mozilla SeaMonkey Multiple Vulnerabilities - Advisories - Community

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

ASA-2010-165 (RHSA-2010-0500)

Support | Red Hat

Support / Security / Advisories / / MDVSA-2010:125 | Mandriva
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Support

SecurityTracker.com Archives - Mozilla Firefox Multiple Flaws Let Remote Users Execute Arbitrary Code, Access Keystrokes, and Conduct Cr
MFSA 2010-28: Freed object reuse across plugin instances

SUSE update for MozillaFirefox and mozilla-xulrunner191 - Advisories - Community

Webmail - OVH

Ubuntu update for firefox and xulrunner - Advisories - Community

USN-930-1: Firefox and Xulrunner vulnerabilities | Ubuntu

532246 — (CVE-2010-1198) Investigate crash caused by Java plug-in using deleted WMP plug-in object (MSVR-09-0049)
USN-930-2: apturl, Epiphany, gecko-sharp, gnome-python-extras, liferea, rhythmbox, totem, ubufox, yelp update | Ubuntu
Mozilla Firefox and SeaMonkey Plugin Object Reference Remote Code Execution Vulnerability

CVE Program record

NVD vulnerability detail

4] | |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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