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CVE CVE-2010-1236
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-04-01 22:30:00 UTC
Updated 2026-04-29 01:13:23 UTC

Description The protocolls function in platform/KURLGoogle.cpp in WebCore in WebKit before r55822, as used in Google Chrome befo

/ ]

Risk And Classification

Primary CVSS: v2.0 4.3 from nvd@nist.gov

AV:N/AC:M/Au:N/C:N/I:P/A:N

Problem Types: CWE-79 | n/a

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity

\uthentication

Sonfidentiality

ntegrity

\vailability

AV:N/AC:M/Au:N/C:N/I:P/A:N

w [0

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Flock Flock 3.0.0.4094 All All All
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Applcduorn ooyie wirirorre 4.1.249.1Uz4 Al Al Al
Application Google Chrome 4.1.249.1025 All All All
Application Google Chrome 4.1.249.1026 All All All
Application Google Chrome 4.1.249.1027 All All All
Application Google Chrome 4.1.249.1028 All All All
Application Google Chrome 4.1.249.1029 All All All
Application Google Chrome 4.1.249.1030 All All All
Application Google Chrome 4.1.249.1031 All All All
Application Google Chrome 4.1.249.1032 All All All
Application Google Chrome 4.1.249.1033 All All All
Application Google Chrome 4.1.249.1034 All All All
Application Google Chrome All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference

Google Chrome Releases: Stable Channel Update

SUSE update for Multiple Packages - Secunia.com

[chrome] Revision 41244

Repository / Oval Repository

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
Access Denied

Flock — A Secure Team Communication App

[security-announce] SUSE Security Summary Report: SUSE-SR:2011:002
Issue 37383 - chromium - javascript: url with a leading NULL byte can bypass cross origin protection. - An open-source browser project to helg
Issue 858001: Merge WebKit r55822:... - Code Review

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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http://googlechromereleases.blogspot.com/2010/03/stable-channel-update.html
http://secunia.com/advisories/43068
http://src.chromium.org/viewvc/chrome?view=rev&revision=41244
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A14067
http://www.vupen.com/english/advisories/2011/0212
https://bugs.webkit.org/show_bug.cgi?id=35948
http://flock.com/security/
http://lists.opensuse.org/opensuse-security-announce/2011-01/msg00006.html
http://code.google.com/p/chromium/issues/detail?id=37383
http://codereview.chromium.org/858001
https://www.cve.org/CVERecord?id=CVE-2010-1236
https://nvd.nist.gov/vuln/detail/CVE-2010-1236
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