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Heap-based buffer overflow in the custom heap management system in Adobe Reader and Acrobat 9.x before 9.3.2, and 8
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Application Adobe Acrobat Reader 8.1.2 All All All
Application Adobe Acrobat Reader 8.1.4 All All All
Application Adobe Acrobat Reader 8.1.5 All All All
Application Adobe Acrobat Reader 8.1.6 All All All
Application Adobe Acrobat Reader 8.1.7 All All All
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Application Adobe Acrobat Reader 9.1.2 All All All
Application Adobe Acrobat Reader 9.1.3 All All All
Application Adobe Acrobat Reader 9.2 All All All
Application Adobe Acrobat Reader 9.3 All All All
Application Adobe Acrobat Reader 9.3.1 All All All
Operating System Apple Mac Os X All All All All
Operating System Apple Mac Os X All All All All
Operating System Microsoft Windows All All All All
Operating System Microsoft Windows All All All All
Reference Source Link

US-CERT Technical Cyber Security Alert TA10-103C -- Adobe Reader and Acrobat Vulnerabilities CERT www.us-cert.gov
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com
Adobe Reader CVE-2010-0200 Remote Code Execution Vulnerability BID www.securityfocus.com
Black Hat ® Technical Security Conference: Europe 2010 // Briefings MISC www.blackhat.com
The Upcoming Black Hat Europe 2010 presentation | Fortinet Security Blog MISC blog.fortinet.com
A New Heap-Based Vulnerability: CVE-2010-0200 - YouTube MISC www.youtube.com
[Dailydave] Oday, it may not be MLIST lists.immunitysec.com
Adobe - Security Bulletins: APSB10-09 - Security update available for Adobe Reader and Acrobat CONFIRM  www.adobe.com
Repository / Oval Repository OVAL oval.cisecurity.org
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IBM X-Force Exchange Xk exchange.xtorce.lomcioud.c

RETIRED: Adobe Acrobat and Reader April 2010 Multiple Remote Vulnerabilities BID www.securityfocus.com
CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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