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CVE CVE-2010-1262
State PUBLISHED
Assigner microsoft

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-06-08 22:30:01 UTC
Updated 2026-04-29 01:13:23 UTC
Description Microsoft Internet Explorer 6 SP1 and SP2, 7, and 8 allows remote attackers to execute arbitrary code by accessing an obje

/ |

Risk And Classification

Primary CVSS: v2.0 9.3 from nvd@nist.gov
AV:N/AC:M/Au:N/C:C/I:C/A:C

Problem Types: CWE-94 | n/a

CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Microsoft Internet Explorer 6 All All All


https://cve.report/
https://cve.report/CVE-2010-1262/mitre
https://cve.report/CVE-2010-1262/nist
https://cve.report/CVE-2010-1262/cve_org
https://cve.report/api/cve/CVE-2010-1262.json
https://cve.report/CVE-2010-1262.pdf
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/internet_explorer

Application Microsoft Internet Explorer 6 sp1 All All
Application Microsoft Internet Explorer 8 All All All
Operating System Microsoft Windows 2000 All sp4 All All
Operating System Microsoft Windows 2003 Server All sp2 All All
Operating System Microsoft Windows 2003 Server All sp2 x64 All
Operating System Microsoft Windows 7 - All All All
Operating System Microsoft Windows Server 2008 All All x32 All
Operating System Microsoft Windows Server 2008 All All x64 All
Operating System Microsoft Windows Server 2008 All sp2 x32 All
Operating System Microsoft Windows Server 2008 All sp2 x64 All
Operating System Microsoft Windows Server 2008 r2 All itanium All
Operating System Microsoft Windows Server 2008 r2 All x64 All
Operating System Microsoft Windows Vista All sp1 All All
Operating System Microsoft Windows Vista All sp2 All All
Operating System Microsoft Windows Vista - spl All All
Operating System Microsoft Windows Vista - sp2 All All
Operating System Microsoft Windows Xp All sp2 All All
Operating System Microsoft Windows Xp All sp3 All All
Operating System Microsoft Windows Xp - sp2 x64 All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference Source

Microsoft Internet Explorer 'CStyleSheet' Uninitialized Memory Remote Code Execution Vulnerability — af854a3a-2127-422b-91ae-364da266°
Repository / Oval Repository af854a3a-2127-422b-91ae-364da266"

US-CERT Technical Cyber Security Alert TA10-159B -- Microsoft Updates for Multiple Vulnerabilities — af854a3a-2127-422b-91ae-364da266°

SecurityFocus af854a3a-2127-422b-91ae-364da266"
Microsoft Security Bulletin MS10-035 - Critical | Microsoft Docs af854a3a-2127-422b-91ae-364da266°
ASA-2010-156 (982381) af854a3a-2127-422b-91ae-364da266°
Zero Day Initiative af854a3a-2127-422b-91ae-364da266°
CVE Program record CVE.ORG

NVD vulnerability detail NVD
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http://cve.report/software/microsoft/internet_explorer
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_2000
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_2003_server
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_2003_server
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_7
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_server_2008
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_server_2008
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_server_2008
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_server_2008
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_server_2008
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_server_2008
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_vista
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_vista
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_vista
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_vista
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_xp
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_xp
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_xp
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://www.securityfocus.com/bid/40417
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A7406
http://www.us-cert.gov/cas/techalerts/TA10-159B.html
http://www.securityfocus.com/archive/1/511727/100/0/threaded
https://docs.microsoft.com/en-us/security-updates/securitybulletins/2010/ms10-035
http://support.avaya.com/css/P8/documents/100089747
http://www.zerodayinitiative.com/advisories/ZDI-10-102/
https://www.cve.org/CVERecord?id=CVE-2010-1262
https://nvd.nist.gov/vuln/detail/CVE-2010-1262

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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