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CVE-2010-1280

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

assanvnncurmnursuennan — Gertain versions of Shockwave Player from Adobe contain the

¢§ following vulnerability:
(o]

Adobe Shockwave Player before 11.5.7.609 allows remote attackers to
execute arbitrary code or cause a denial of service (memory
corruption) via a crafted .dir (aka Director) file, related to (1) an
erroneous dereference and (2) a certain Shock.dir file.

X
).

—"

CVE-2010-1280 has been assigned by [, psirt@adobe.com to track the vulnerability - currently rated as m severity.

CVSS3 Score: 8.8-HIGH

Attack Attack Privileges User
Vector Complexity Required Interaction
Low [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact

CVSS2 Score: 9.3 - HIGH

Access Access Authentication

Vector Complexity

[ NOKE

Confidentiality Integrity Availability

Impact Impact Impact

CVE References

Description Tags Link

SecurityFocus D BUGTRAQ 20100512 [CAL-20100204-3]Adobe
Shockwave Player Director File Parsing RCSL Pointer

Overwrite
Zero Science Lab » Adobe Shockwave Player 3 [l MISC www.zeroscience.mk/en/vulnerabilities/ZSL-



https://cve.report/
https://cve.report/CVE-2010-1280/mitre
https://cve.report/CVE-2010-1280/nist
https://cve.report/CVE-2010-1280/cve_org
https://cve.report/CVE-2010-1280.pdf
http://cve.report/software/adobe/shockwave_player
http://cve.report/vendor/adobe
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.securityfocus.com/archive/1/511257/100/0/threaded
http://www.zeroscience.mk/en/vulnerabilities/ZSL-2010-4937.php

11.5.6.606 (DIR) Multiple Memory Vulnerabilities www.zeroscience.mk 2010-4937.php
text/html

NEOHAPSIS - Peace of Mind Through Integrity and web.archive.org (2) FULLDISC 20100511 [CAL-20100204-3]Adobe
Insight text/htm| Shockwave Player Director File Parsing RCSL Pointer
Inactive Link | Not Archived OIVTaWeIc=}

Webmail : Solution de messagerie professionnelle - 3 VUPEN ADV-2010-1128

| www.zerosclence.mk |
 texthtm |
[ web.archive.org
QUSSR Not Archived |
 Patch
OVHcloud- OVH
[ www.vupen.com |
Adobe Shockwave Player Multiple Vulnerabilities - ) SECUNIA 38751
Advisories - Community
Repository / Oval Repository () OVAL oval:org.mitre.oval:def:7184
EXD | visc
www.zeroscience.mk/codes/shockwave mem.txt
Adobe - Security Bulletins: APSB10-12 - Security [ Patch | .\ CONFIRM
update available for Shockwave Player www.adobe.com/support/security/bulletins/apsb10-
12.himl
 textixm |

text/xml

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Adobe Shockwave Player All All All All
Application Adobe Shockwave Player 1.0 All All All
Application Adobe Shockwave Player 10.1.0.11 All All All
Application Adobe Shockwave Player 11.0.0.456 All All All
Application Adobe Shockwave Player 11.5.0.595 All All All
Application Adobe Shockwave Player 11.5.0.596 All All All
Application Adobe Shockwave Player 11.5.1.601 All All All
Application Adobe Shockwave Player 11.5.2.602 All All All
Application Adobe Shockwave Player 2.0 All All All
Application Adobe Shockwave Player 3.0 All All All
Application Adobe Shockwave Player 4.0 All All All
Application Adobe Shockwave Player 5.0 All All All

Application Adobe Shockwave Player 6.0 All All All
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No vendor comments have been submitted for this CVE
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