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Double free vulnerability in do_tgs_req.c in the Key Distribution Center (KDC) in MIT Kerberos 5 (aka krb5) 1.7.x and 1.8.x

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application

Application

Vendor Product Version Update Edition Language
Mit Kerberos 5 1.7 All All All
Mit Kerberos 5 1.7.1 All All All
Mit Kerberos 5 1.8 All All All
Mit Kerberos 5 1.8.1 All All All
Mit Kerberos 5 1.7 All All All
Mit Kerberos 5 1.7.1 All All All
Mit Kerberos 5 1.8 All All All
Mit Kerberos 5 1.8.1 All All All
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SecurityTracker.com Archives - Kerberos KDC Double Free in process_tgs_req() May Let Remote Authenticated Users Execute Arbitrary Cod
Apple Mac OS X Security Update Fixes Multiple Vulnerabilities - Advisories - Community

MIT Kerberos 'src/kdc/do_tgs_req.c' Ticket Renewal Double Free Memory Corruption Vulnerability

[security-announce] SUSE Security Summary Report: SUSE-SR:2010:010
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USN-940-1: Kerberos vulnerabilities | Ubuntu

SUSE update for Multiple Packages - Advisories - Community

Ubuntu update for krb5 - Advisories - Community

#577490 - CVE-2010-1320 double free in KDC caused by ticket renewal - Debian Bug report logs
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Vendor Comments And Credit

Organization Published Contributor  Statement

Red Hat 2010-04-22 Tomas Hoger Not vulnerable. This issue did not affect the versions of krb5 as shipped with Red Hat Enterpris
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There are currently no legacy QID mappings associated with this CVE.
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