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CVE CVE-2010-1349
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-04-12 18:30:00 UTC
Updated 2017-08-17 01:32:00 UTC
Description Integer overflow in Opera 10.10 through 10.50 allows remote attackers to execute arbitrary code via a large Content-Lengtt

Risk And Classification

Problem Types: CWE-189

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Microsoft Windows All All All All
Operating System Microsoft Windows All All All All
Application Opera Opera Browser 10.10 All All All
Application Opera Opera Browser 10.50 All All All
Application Opera Opera Browser 10.50 beta_1 All All
Application Opera Opera Browser 10.50 beta_2 All All
Application Opera Opera Browser 10.10 All All All
Application Opera Opera Browser 10.50 All All All
Application Opera Opera Browser 10.50 beta_1 All All
Application Opera Opera Browser 10.50 beta_2 All All
Reference

Opera <= 10.50 integer overflow
The Opera Security group - The malformed Content-Length header Security Issue
Opera Buffer Overflow and Information Disclosure - Advisories - Community

Opera Web Browser 'Content-Length' Header Integer Overflow Vulnerability



https://cve.report/
https://cve.report/CVE-2010-1349/mitre
https://cve.report/CVE-2010-1349/nist
https://cve.report/CVE-2010-1349/cve_org
https://cve.report/api/cve/CVE-2010-1349.json
https://cve.report/CVE-2010-1349.pdf
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows
http://cve.report/vendor/opera
http://cve.report/software/opera/opera_browser
http://cve.report/vendor/opera
http://cve.report/software/opera/opera_browser
http://cve.report/vendor/opera
http://cve.report/software/opera/opera_browser
http://cve.report/vendor/opera
http://cve.report/software/opera/opera_browser
http://cve.report/vendor/opera
http://cve.report/software/opera/opera_browser
http://cve.report/vendor/opera
http://cve.report/software/opera/opera_browser
http://cve.report/vendor/opera
http://cve.report/software/opera/opera_browser
http://cve.report/vendor/opera
http://cve.report/software/opera/opera_browser
http://www.exploit-db.com/exploits/11622
http://my.opera.com/securitygroup/blog/2010/03/09/the-malformed-content-length-header-security-issue
http://secunia.com/advisories/38820
http://www.securityfocus.com/bid/38519

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Advisory: HTTP Content-Length header can be used to execute arbitrary code - Opera Knowledge Base

62714

IBM X-Force Exchange

SecurityTracker.com Archives - Opera Integer Overflow in Processing HTTP 'Content-Length' Reponses Lets Remote Users Execute Arbitrary
CVE Program record

NVD vulnerability detail

il | |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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