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Summary

CVE CVE-2010-1425

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-04-15 21:30:00 UTC

Updated 2010-04-16 04:00:00 UTC

Description F-Secure Internet Security 2010 and earlier; Anti-Virus for Microsoft Exchange 9 and earlier, and for MIMEsweeper 5.61 and earlier; Internet Gatekeeper for Windows 6.61 and earlier, and for Linux 4.02 and earlier; Anti-Virus 2010 and earlier; Home Server Security 2009; Protection Service for Consumers 9 and earlier, for Business - Workstation security 9 and earlier, for Business - Server Security 8 and earlier, and for E-mail and Server security 9 and earlier; Mac Protection build 8060 and earlier; Client Security 9 and earlier; and various Anti-Virus products for Windows, Linux, and Citrix; does not properly detect malware in crafted (1) 7Z, (2) GZIP, (3) CAB, or (4) RAR archives, which makes it easier for remote attackers to avoid detection.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application F-secure Anti-virus 6.62 - microsoft_exchange All

Application F-secure Anti-virus 7.0 - microsoft_exchange All

Application F-secure Anti-virus 7.10 - microsoft_exchange All

Application F-secure Anti-virus 6.62 - microsoft_exchange All

Application F-secure Anti-virus 7.0 - microsoft_exchange All

Application F-secure Anti-virus 7.10 - microsoft_exchange All

Application F-secure Anti-virus All - microsoft_exchange All

Application F-secure F-secure Anti-virus All All All All

Application F-secure F-secure Anti-virus All All linux_gateways All

Application F-secure F-secure Anti-virus 2.16 All All All

Application F-secure F-secure Anti-virus 2.16 All linux_gateways All

Application F-secure F-secure Anti-virus 2003 All All All

Application F-secure F-secure Anti-virus 2004 All All All

Application F-secure F-secure Anti-virus 2005 All All All

Application F-secure F-secure Anti-virus 2006 All All All

Application F-secure F-secure Anti-virus 2007 All All All

Application F-secure F-secure Anti-virus 2007 All second All
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Application F-secure F-secure Anti-virus 2007 All second All

Application F-secure F-secure Anti-virus 2007 second_edition All All

Application F-secure F-secure Anti-virus 2008 All All All

Application F-secure F-secure Anti-virus 2009 All All All

Application F-secure F-secure Anti-virus 4.50 All All All

Application F-secure F-secure Anti-virus 4.50 All linux All

Application F-secure F-secure Anti-virus 4.50_hotfix_1 All All All

Application F-secure F-secure Anti-virus 4.50_hotfix_1 All linux All

Application F-secure F-secure Anti-virus 4.50_hotfix_2 All All All

Application F-secure F-secure Anti-virus 4.50_hotfix_2 All linux All

Application F-secure F-secure Anti-virus 4.51 All All All

Application F-secure F-secure Anti-virus 4.51 All linux_gateways All

Application F-secure F-secure Anti-virus 4.51 All linux_servers All

Application F-secure F-secure Anti-virus 4.51 All linux_workstations All

Application F-secure F-secure Anti-virus 4.51_hotfix_2 All All All

Application F-secure F-secure Anti-virus 4.51_hotfix_2 All linux All

Application F-secure F-secure Anti-virus 4.52 All All All

Application F-secure F-secure Anti-virus 4.52 All linux All

Application F-secure F-secure Anti-virus 4.52 All linux_gateways All

Application F-secure F-secure Anti-virus 4.52 All linux_servers All

Application F-secure F-secure Anti-virus 4.52 All linux_workstations All

Application F-secure F-secure Anti-virus 4.60 All All All

Application F-secure F-secure Anti-virus 4.60 All samba_servers All

Application F-secure F-secure Anti-virus 4.61 All All All

Application F-secure F-secure Anti-virus 4.61 All linux_gateways All

Application F-secure F-secure Anti-virus 4.61 All linux_servers All

Application F-secure F-secure Anti-virus 4.62 All All All

Application F-secure F-secure Anti-virus 4.62 All samba_servers All

Application F-secure F-secure Anti-virus 4.64 All All All

Application F-secure F-secure Anti-virus 4.64 All linux_gateways All

Application F-secure F-secure Anti-virus 4.64 All linux_servers All

Application F-secure F-secure Anti-virus 4.65 All All All

Application F-secure F-secure Anti-virus 4.65 All linux_gateways All

Application F-secure F-secure Anti-virus 4.65 All linux_servers All

Application F-secure F-secure Anti-virus 5.0 All All All

Application F-secure F-secure Anti-virus 5.0 All linux_client_security All
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Application F-secure F-secure Anti-virus 5.0 All linux_server_security All

Application F-secure F-secure Anti-virus 5.0.2 All All All

Application F-secure F-secure Anti-virus 5.01 All All All

Application F-secure F-secure Anti-virus 5.01 All linux_client_security All

Application F-secure F-secure Anti-virus 5.01 All linux_server_security All

Application F-secure F-secure Anti-virus 5.11 All All All

Application F-secure F-secure Anti-virus 5.11 All linux_client_security All

Application F-secure F-secure Anti-virus 5.11 All linux_server_security All

Application F-secure F-secure Anti-virus 5.2.1 All All All

Application F-secure F-secure Anti-virus 5.3.0 All All All

Application F-secure F-secure Anti-virus 5.40 All All All

Application F-secure F-secure Anti-virus 5.40 All workstations All

Application F-secure F-secure Anti-virus 5.41 All All All

Application F-secure F-secure Anti-virus 5.41 All file_servers All

Application F-secure F-secure Anti-virus 5.41 All mimesweeper All

Application F-secure F-secure Anti-virus 5.41 All windows_servers All

Application F-secure F-secure Anti-virus 5.41 All workstations All

Application F-secure F-secure Anti-virus 5.42 All All All

Application F-secure F-secure Anti-virus 5.42 All file_servers All

Application F-secure F-secure Anti-virus 5.42 All mimesweeper All

Application F-secure F-secure Anti-virus 5.42 All windows_servers All

Application F-secure F-secure Anti-virus 5.42 All workstations All

Application F-secure F-secure Anti-virus 5.43 All All All

Application F-secure F-secure Anti-virus 5.43 All workstations All

Application F-secure F-secure Anti-virus 5.44 All All All

Application F-secure F-secure Anti-virus 5.44 All workstations All

Application F-secure F-secure Anti-virus 5.5 All All All

Application F-secure F-secure Anti-virus 5.5 All citrix_servers All

Application F-secure F-secure Anti-virus 5.5 All client_security All

Application F-secure F-secure Anti-virus 5.5 All mimesweeper All

Application F-secure F-secure Anti-virus 5.5 All windows_servers All

Application F-secure F-secure Anti-virus 5.51 All All All

Application F-secure F-secure Anti-virus 5.51 All citrix_servers All

Application F-secure F-secure Anti-virus 5.51 All mimesweeper All

Application F-secure F-secure Anti-virus 5.52 All All All

Application F-secure F-secure Anti-virus 5.52 All citrix_servers All
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Application F-secure F-secure Anti-virus 5.52 All citrix_servers All

Application F-secure F-secure Anti-virus 5.52 All client_security All

Application F-secure F-secure Anti-virus 5.52 All mimesweeper All

Application F-secure F-secure Anti-virus 5.52 All windows_servers All

Application F-secure F-secure Anti-virus 5.54 All All All

Application F-secure F-secure Anti-virus 5.54 All client_security All

Application F-secure F-secure Anti-virus 5.55 All All All

Application F-secure F-secure Anti-virus 5.55 All client_security All

Application F-secure F-secure Anti-virus 5.56 All All All

Application F-secure F-secure Anti-virus 5.61 All All All

Application F-secure F-secure Anti-virus 5.61 All mimesweeper All

Application F-secure F-secure Anti-virus 6.01 All All All

Application F-secure F-secure Anti-virus 6.01 All client_security All

Application F-secure F-secure Anti-virus 6.01 All ms_exchange All

Application F-secure F-secure Anti-virus 6.02 All All All

Application F-secure F-secure Anti-virus 6.02 All client_security All

Application F-secure F-secure Anti-virus 6.03 All All All

Application F-secure F-secure Anti-virus 6.03 All client_security All

Application F-secure F-secure Anti-virus 6.2 All All All

Application F-secure F-secure Anti-virus 6.2 All firewalls All

Application F-secure F-secure Anti-virus 6.2 All ms_exchange All

Application F-secure F-secure Anti-virus 6.21 All All All

Application F-secure F-secure Anti-virus 6.21 All ms_exchange All

Application F-secure F-secure Anti-virus 6.30 All All All

Application F-secure F-secure Anti-virus 6.30 All ms_exchange All

Application F-secure F-secure Anti-virus 6.30_sr1 All All All

Application F-secure F-secure Anti-virus 6.30_sr1 All ms_exchange All

Application F-secure F-secure Anti-virus 6.31 All All All

Application F-secure F-secure Anti-virus 6.31 All ms_exchange All

Application F-secure F-secure Anti-virus 6.40 All All All

Application F-secure F-secure Anti-virus 6.40 All ms_exchange All

Application F-secure F-secure Anti-virus 6.60 All All All

Application F-secure F-secure Anti-virus 6.60 All ms_exchange All

Application F-secure F-secure Anti-virus 6.61 All All All

Application F-secure F-secure Anti-virus 6.61 All ms_exchange All

Application F-secure F-secure Anti-virus 7.00 All All All
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Application F-secure F-secure Anti-virus 7.00 All client_security All

Application F-secure F-secure Anti-virus 7.00 All ms_exchange All

Application F-secure F-secure Anti-virus 7.00 All windows_servers All

Application F-secure F-secure Anti-virus 7.00 All workstations All

Application F-secure F-secure Anti-virus 7.02 All All All

Application F-secure F-secure Anti-virus All All All All

Application F-secure F-secure Anti-virus All All linux_gateways All

Application F-secure F-secure Anti-virus 2.16 All All All

Application F-secure F-secure Anti-virus 2.16 All linux_gateways All

Application F-secure F-secure Anti-virus 2003 All All All

Application F-secure F-secure Anti-virus 2004 All All All

Application F-secure F-secure Anti-virus 2005 All All All

Application F-secure F-secure Anti-virus 2006 All All All

Application F-secure F-secure Anti-virus 2007 All All All

Application F-secure F-secure Anti-virus 2007 All second All

Application F-secure F-secure Anti-virus 2007 second_edition All All

Application F-secure F-secure Anti-virus 2008 All All All

Application F-secure F-secure Anti-virus 2009 All All All

Application F-secure F-secure Anti-virus 4.50 All All All

Application F-secure F-secure Anti-virus 4.50 All linux All

Application F-secure F-secure Anti-virus 4.50_hotfix_1 All All All

Application F-secure F-secure Anti-virus 4.50_hotfix_1 All linux All

Application F-secure F-secure Anti-virus 4.50_hotfix_2 All All All

Application F-secure F-secure Anti-virus 4.50_hotfix_2 All linux All

Application F-secure F-secure Anti-virus 4.51 All All All

Application F-secure F-secure Anti-virus 4.51 All linux_gateways All

Application F-secure F-secure Anti-virus 4.51 All linux_servers All

Application F-secure F-secure Anti-virus 4.51 All linux_workstations All

Application F-secure F-secure Anti-virus 4.51_hotfix_2 All All All

Application F-secure F-secure Anti-virus 4.51_hotfix_2 All linux All

Application F-secure F-secure Anti-virus 4.52 All All All

Application F-secure F-secure Anti-virus 4.52 All linux All

Application F-secure F-secure Anti-virus 4.52 All linux_gateways All

Application F-secure F-secure Anti-virus 4.52 All linux_servers All

Application F-secure F-secure Anti-virus 4.52 All linux_workstations All
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Application F-secure F-secure Anti-virus 4.60 All All All

Application F-secure F-secure Anti-virus 4.60 All samba_servers All

Application F-secure F-secure Anti-virus 4.61 All All All

Application F-secure F-secure Anti-virus 4.61 All linux_gateways All

Application F-secure F-secure Anti-virus 4.61 All linux_servers All

Application F-secure F-secure Anti-virus 4.62 All All All

Application F-secure F-secure Anti-virus 4.62 All samba_servers All

Application F-secure F-secure Anti-virus 4.64 All All All

Application F-secure F-secure Anti-virus 4.64 All linux_gateways All

Application F-secure F-secure Anti-virus 4.64 All linux_servers All

Application F-secure F-secure Anti-virus 4.65 All All All

Application F-secure F-secure Anti-virus 4.65 All linux_gateways All

Application F-secure F-secure Anti-virus 4.65 All linux_servers All

Application F-secure F-secure Anti-virus 5.0 All All All

Application F-secure F-secure Anti-virus 5.0 All linux_client_security All

Application F-secure F-secure Anti-virus 5.0 All linux_server_security All

Application F-secure F-secure Anti-virus 5.0.2 All All All

Application F-secure F-secure Anti-virus 5.01 All All All

Application F-secure F-secure Anti-virus 5.01 All linux_client_security All

Application F-secure F-secure Anti-virus 5.01 All linux_server_security All

Application F-secure F-secure Anti-virus 5.11 All All All

Application F-secure F-secure Anti-virus 5.11 All linux_client_security All

Application F-secure F-secure Anti-virus 5.11 All linux_server_security All

Application F-secure F-secure Anti-virus 5.2.1 All All All

Application F-secure F-secure Anti-virus 5.3.0 All All All

Application F-secure F-secure Anti-virus 5.40 All All All

Application F-secure F-secure Anti-virus 5.40 All workstations All

Application F-secure F-secure Anti-virus 5.41 All All All

Application F-secure F-secure Anti-virus 5.41 All file_servers All

Application F-secure F-secure Anti-virus 5.41 All mimesweeper All

Application F-secure F-secure Anti-virus 5.41 All windows_servers All

Application F-secure F-secure Anti-virus 5.41 All workstations All

Application F-secure F-secure Anti-virus 5.42 All All All

Application F-secure F-secure Anti-virus 5.42 All file_servers All

Application F-secure F-secure Anti-virus 5.42 All mimesweeper All

Application F-secure F-secure Anti-virus 5.42 All windows_servers All
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Application F-secure F-secure Anti-virus 5.42 All windows_servers All

Application F-secure F-secure Anti-virus 5.42 All workstations All

Application F-secure F-secure Anti-virus 5.43 All All All

Application F-secure F-secure Anti-virus 5.43 All workstations All

Application F-secure F-secure Anti-virus 5.44 All All All

Application F-secure F-secure Anti-virus 5.44 All workstations All

Application F-secure F-secure Anti-virus 5.5 All All All

Application F-secure F-secure Anti-virus 5.5 All citrix_servers All

Application F-secure F-secure Anti-virus 5.5 All client_security All

Application F-secure F-secure Anti-virus 5.5 All mimesweeper All

Application F-secure F-secure Anti-virus 5.5 All windows_servers All

Application F-secure F-secure Anti-virus 5.51 All All All

Application F-secure F-secure Anti-virus 5.51 All citrix_servers All

Application F-secure F-secure Anti-virus 5.51 All mimesweeper All

Application F-secure F-secure Anti-virus 5.52 All All All

Application F-secure F-secure Anti-virus 5.52 All citrix_servers All

Application F-secure F-secure Anti-virus 5.52 All client_security All

Application F-secure F-secure Anti-virus 5.52 All mimesweeper All

Application F-secure F-secure Anti-virus 5.52 All windows_servers All

Application F-secure F-secure Anti-virus 5.54 All All All

Application F-secure F-secure Anti-virus 5.54 All client_security All

Application F-secure F-secure Anti-virus 5.55 All All All

Application F-secure F-secure Anti-virus 5.55 All client_security All

Application F-secure F-secure Anti-virus 5.56 All All All

Application F-secure F-secure Anti-virus 5.61 All All All

Application F-secure F-secure Anti-virus 5.61 All mimesweeper All

Application F-secure F-secure Anti-virus 6.01 All All All

Application F-secure F-secure Anti-virus 6.01 All client_security All

Application F-secure F-secure Anti-virus 6.01 All ms_exchange All

Application F-secure F-secure Anti-virus 6.02 All All All

Application F-secure F-secure Anti-virus 6.02 All client_security All

Application F-secure F-secure Anti-virus 6.03 All All All

Application F-secure F-secure Anti-virus 6.03 All client_security All

Application F-secure F-secure Anti-virus 6.2 All All All

Application F-secure F-secure Anti-virus 6.2 All firewalls All

Application F-secure F-secure Anti-virus 6.2 All ms_exchange All
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Application F-secure F-secure Anti-virus 6.21 All All All

Application F-secure F-secure Anti-virus 6.21 All ms_exchange All

Application F-secure F-secure Anti-virus 6.30 All All All

Application F-secure F-secure Anti-virus 6.30 All ms_exchange All

Application F-secure F-secure Anti-virus 6.30_sr1 All All All

Application F-secure F-secure Anti-virus 6.30_sr1 All ms_exchange All

Application F-secure F-secure Anti-virus 6.31 All All All

Application F-secure F-secure Anti-virus 6.31 All ms_exchange All

Application F-secure F-secure Anti-virus 6.40 All All All

Application F-secure F-secure Anti-virus 6.40 All ms_exchange All

Application F-secure F-secure Anti-virus 6.60 All All All

Application F-secure F-secure Anti-virus 6.60 All ms_exchange All

Application F-secure F-secure Anti-virus 6.61 All All All

Application F-secure F-secure Anti-virus 6.61 All ms_exchange All

Application F-secure F-secure Anti-virus 7.00 All All All

Application F-secure F-secure Anti-virus 7.00 All client_security All

Application F-secure F-secure Anti-virus 7.00 All ms_exchange All

Application F-secure F-secure Anti-virus 7.00 All windows_servers All

Application F-secure F-secure Anti-virus 7.00 All workstations All

Application F-secure F-secure Anti-virus 7.02 All All All

Application F-secure F-secure Anti-virus All All All All

Application F-secure F-secure Anti-virus Client Security All All All All

Application F-secure F-secure Anti-virus Client Security 6.03 All All All

Application F-secure F-secure Anti-virus Client Security 6.04 All All All

Application F-secure F-secure Anti-virus Client Security 7.01 All All All

Application F-secure F-secure Anti-virus Client Security 7.10 All All All

Application F-secure F-secure Anti-virus Client Security All All All All

Application F-secure F-secure Anti-virus Client Security 6.03 All All All

Application F-secure F-secure Anti-virus Client Security 6.04 All All All

Application F-secure F-secure Anti-virus Client Security 7.01 All All All

Application F-secure F-secure Anti-virus Client Security 7.10 All All All

Application F-secure F-secure Anti-virus For Citrix Servers 7.00 All All All

Application F-secure F-secure Anti-virus For Citrix Servers 7.00 All All All

Application F-secure F-secure Anti-virus For Linux All All All All

Application F-secure F-secure Anti-virus For Linux 4.65 All All All
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Application F-secure F-secure Anti-virus For Linux All All All All

Application F-secure F-secure Anti-virus For Linux 4.65 All All All

Application F-secure F-secure Anti-virus For Microsoft Exchange 6.62 All All All

Application F-secure F-secure Anti-virus For Microsoft Exchange 7.00 All All All

Application F-secure F-secure Anti-virus For Microsoft Exchange 7.10 All All All

Application F-secure F-secure Anti-virus For Microsoft Exchange 6.62 All All All

Application F-secure F-secure Anti-virus For Microsoft Exchange 7.00 All All All

Application F-secure F-secure Anti-virus For Microsoft Exchange 7.10 All All All

Application F-secure F-secure Anti-virus For Mimesweeper 5.61 All All All

Application F-secure F-secure Anti-virus For Mimesweeper 5.61 All All All

Application F-secure F-secure Anti-virus For Windows Servers 8.00 All All All

Application F-secure F-secure Anti-virus For Windows Servers 8.00 All All All

Application F-secure F-secure Anti-virus For Workstations All All All All

Application F-secure F-secure Anti-virus For Workstations 5.44 All All All

Application F-secure F-secure Anti-virus For Workstations 7.00 All All All

Application F-secure F-secure Anti-virus For Workstations 7.10 All All All

Application F-secure F-secure Anti-virus For Workstations 7.11 All All All

Application F-secure F-secure Anti-virus For Workstations All All All All

Application F-secure F-secure Anti-virus For Workstations 5.44 All All All

Application F-secure F-secure Anti-virus For Workstations 7.00 All All All

Application F-secure F-secure Anti-virus For Workstations 7.10 All All All

Application F-secure F-secure Anti-virus For Workstations 7.11 All All All

Application F-secure F-secure Anti-virus Linux Client Security All All All All

Application F-secure F-secure Anti-virus Linux Client Security 5.30 All All All

Application F-secure F-secure Anti-virus Linux Client Security 5.52 All All All

Application F-secure F-secure Anti-virus Linux Client Security 5.53 All All All

Application F-secure F-secure Anti-virus Linux Client Security 5.54 All All All

Application F-secure F-secure Anti-virus Linux Client Security All All All All

Application F-secure F-secure Anti-virus Linux Client Security 5.30 All All All

Application F-secure F-secure Anti-virus Linux Client Security 5.52 All All All

Application F-secure F-secure Anti-virus Linux Client Security 5.53 All All All

Application F-secure F-secure Anti-virus Linux Client Security 5.54 All All All

Application F-secure F-secure Anti-virus Linux Server Security All All All All

Application F-secure F-secure Anti-virus Linux Server Security 5.30 All All All

Application F-secure F-secure Anti-virus Linux Server Security 5.52 All All All

Application F-secure F-secure Anti-virus Linux Server Security 5.54 All All All
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Application F-secure F-secure Anti-virus Linux Server Security 5.54 All All All

Application F-secure F-secure Anti-virus Linux Server Security All All All All

Application F-secure F-secure Anti-virus Linux Server Security 5.30 All All All

Application F-secure F-secure Anti-virus Linux Server Security 5.52 All All All

Application F-secure F-secure Anti-virus Linux Server Security 5.54 All All All

Application F-secure F-secure Internet Security All All All All

Application F-secure F-secure Internet Security 2003 All All All

Application F-secure F-secure Internet Security 2004 All All All

Application F-secure F-secure Internet Security 2005 All All All

Application F-secure F-secure Internet Security 2006 All All All

Application F-secure F-secure Internet Security 2007 All All All

Application F-secure F-secure Internet Security 2007 All second All

Application F-secure F-secure Internet Security 2007 second_edition All All

Application F-secure F-secure Internet Security 2008 All All All

Application F-secure F-secure Internet Security 2009 All All All

Application F-secure F-secure Internet Security 7.02 All All All

Application F-secure F-secure Internet Security All All All All

Application F-secure F-secure Internet Security 2003 All All All

Application F-secure F-secure Internet Security 2004 All All All

Application F-secure F-secure Internet Security 2005 All All All

Application F-secure F-secure Internet Security 2006 All All All

Application F-secure F-secure Internet Security 2007 All All All

Application F-secure F-secure Internet Security 2007 All second All

Application F-secure F-secure Internet Security 2007 second_edition All All

Application F-secure F-secure Internet Security 2008 All All All

Application F-secure F-secure Internet Security 2009 All All All

Application F-secure F-secure Internet Security 7.02 All All All

Application F-secure F-secure Internet Security All All All All

Application F-secure Home Server Security 2009 All All All

Application F-secure Home Server Security 2009 All All All

Application F-secure Internet Gatekeeper All - linux All

Application F-secure Internet Gatekeeper All - windows All
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SecurityTracker.com Archives - F-Secure Internet Security May Fail to Detect Malware in Various Archive Format Files SECTRACK www.securitytracker.com

F-Secure Products Archive Files Detection Bypass - Advisories - Community SECUNIA secunia.com

SecurityTracker.com Archives - F-Secure Anti-Virus May Fail to Detect Malware in Various Archive Format Files SECTRACK www.securitytracker.com

Security Advisory FSC-2010-1 CONFIRM www.f-secure.com

F-Secure Internet Gatekeeper May Fail to Detect Malware in Various Archive Format Files - SecurityTracker SECTRACK www.securitytracker.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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