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CVE-2010-1443

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNJAC:LIAUMNIC:N/ENIAP Certain versions of Vic Media Player from Videolan contain the
’ following vulnerability:

The parse_track_node function in modules/demux/playlist/xspf.c in the
XSPF playlist parser in VideoLAN VLC media player before 1.0.6
allows remote attackers to cause a denial of service (NULL pointer
dereference and application crash) via an empty location element in an
XML Shareable Playlist Format (XSPF) document.

CVE-2010-1443 has been assigned by & secalert@redhat.com to track the vulnerability

CVSS2 Score: ~5-MEDIUM

Access Access Authentication
Vector Complexity

Low [NONE
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

git.videolan.org Git - vic/vic- (23 CONFIRM git.videolan.org/?p=vic/vic-

1.1.git/commit 1.1.git;a=commit;h=8902488ba529c0cf4c903a8a84ff2005737¢c753

VideoLAN - VideoLAN Security Advisory [V CLE CITELET & CONFIRM www.videolan.org/security/sa1003.html

1003

oss-security - Re: CVE request: VLC ¢ > MLIST [oss-security] 20100428 Re: CVE request: VLC <1.0.6

<1.0.6 Multiple issues [ text/html | Multiple issues
By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to


https://cve.report/
https://cve.report/CVE-2010-1443/mitre
https://cve.report/CVE-2010-1443/nist
https://cve.report/CVE-2010-1443/cve_org
https://cve.report/CVE-2010-1443.pdf
http://cve.report/software/videolan/vlc_media_player
http://cve.report/vendor/videolan
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://web.archive.org/web/2010/http://git.videolan.org/?p=vlc/vlc-1.1.git;a=commit;h=8902488ba529c0cf4c903a8a84ff20b5737cc753
http://www.videolan.org/security/sa1003.html
http://openwall.com/lists/oss-security/2010/04/28/4

comment@cve.report.

Related QID Numbers

376212 VideoLAN VLC Media player Multiple Vulnerabilities (VideoLAN-SA-1003)

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Videolan Vic Media Player 0.5.0 All All All
Application Videolan Vic Media Player 0.5.1 All All All
Application Videolan Vic Media Player 0.5.2 All All All
Application Videolan Vic Media Player 0.5.3 All All All
Application Videolan Vic Media Player 0.6.0 All All All
Application Videolan Vic Media Player 0.6.1 All All All
Application Videolan Vic Media Player 0.6.2 All All All
Application Videolan Vic Media Player 0.7.0 All All All
Application Videolan Vic Media Player 0.7.1 All All All
Application Videolan Vic Media Player 0.7.2 All All All
Application Videolan Vic Media Player 0.8.0 All All All
Application Videolan Vic Media Player 0.8.1 All All All
Application Videolan Vic Media Player 0.8.1337 All All All
Application Videolan Vic Media Player 0.8.2 All All All
Application Videolan Vic Media Player 0.8.4 All All All
Application Videolan Vic Media Player 0.8.4a All All All
Application Videolan Vic Media Player 0.8.5 All All All
Application Videolan Vic Media Player 0.8.6 All All All
Application Videolan Vic Media Player 0.8.6a All All All
Application Videolan Vic Media Player 0.8.6b All All All
Application Videolan Vic Media Player 0.8.6¢c All All All
Application Videolan Vic Media Player 0.8.6d All All All
Application Videolan Vic Media Player 0.8.6e All All All
Application Videolan Vic Media Player 0.8.6f All All All
Application Videolan Vic Media Player 0.8.69 All All All
Application Videolan Vic Media Player 0.8.6h All All All
Application Videolan Vic Media Player 0.8.6i All All All
Application Videolan Vic Media Player 0.9.0 All All All
Application Videolan Vic Media Player 0.9.1 All All All
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cpe:2.3:a:videolan:vic_media_player:0.5.0:%:":*:*:*:*:*:

cpe:2.3:a:videolan:vic_media_player:0.5.1: " """

cpe:2.3:a:videolan:vic_media_player:0.5.2:%:*:*:*:*:*:*:

cpe:2.3:a:videolan:vic_media_player:0.5.3:%:":*:*:*:*:*:

cpe:2.3:a:videolan:vic_media_player:0.6.0:*:":*:*:*:*:*:

cpe:2.3:a:videolan:vic_media_player:0.6.1:%:":*:*:*:*:*:

cpe:2.3:a:videolan:vic_media_player:0.6.2:*:*:*:*:*:*:*:

cpe:2.3:a:videolan:vic_media_player:0.7.0:*:":*:***:*:

cpe:2.3:a:videolan:vic_media_player:0.7.1:*:*:*:

cpe:2.3:a:videolan:vic_media_player:0.7.2:*:":* "
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cpe:2.3:a:videolan:vic_media_player:0.8.0:*:*:*:*:*:*:*:

cpe:2.3:a:videolan:vic_media_player:0.8.1:*:*:**:*:*:*:

cpe:2.3:a:videolan:vic_media_player:0.8.2:*:*:*:*:*:*:*:
cpe:2.3:a:videolan:vic_media_player:0.8.4:*:*:*:*:*:*:*:
cpe:2.3:a:videolan:vic_media_player:0.8.4a:*:*:*:**:*:*:
cpe:2.3:a:videolan:vic_media_player:0.8.5:*:*:*:*:*:*:*:
cpe:2.3:a:videolan:vic_media_player:0.8.6:*:*:*:*:*:*:*:

Kk koK kKK,

cpe:2.3:a:videolan:vic_media_player:0.8.6a:*:*:*:*:*:*:*:

Kk koK kKK,

cpe:2.3:a:videolan:vic_media_player:0.8.6¢:*:*:*:*:**:*:

Kk kKK kK,

cpe:2.3:a:videolan:vic_media_player:0.8.6d:":*:*:"*:*:*:

cpe:2.3:a:videolan:vic_media_player:0.9.0:%:*:*:*:*:*:*:

cpe:2.3:a:videolan:vic_media_player:0.9.1: """

cpe:2.3:a:videolan:vic_media_player:0.9.2:%:*:*:*:*:*:*:
cpe:2.3:a:videolan:vic_media_player:0.9.3:*:":* """
cpe:2.3:a:videolan:vic_media_player:0.9.4:*:*:*:* "
cpe:2.3:a:videolan:vic_media_player:0.9.5:%:":*:*:*:*:*:
cpe:2.3:a:videolan:vic_media_player:0.9.6:*:*:*:*:*:*:*:
cpe:2.3:a:videolan:vic_media_player:0.9.8a:*:*:*:*:*:*:*:
cpe:2.3:a:videolan:vic_media_player:0.9.9:*:*:*:*:*:*:*:

cpe:2.3:a:videolan:vic_media_player:0.9.9a:*:*:*:*:*:*:*:

cpe:2.3:a:videolan:vic_media_player:1.0.0:*:*:*:***:*:



cpe:2.3:a:videolan:vic_media_player:1.0.1:*:* %

cpe:2.3:a:videolan:vic_media_player:1.0.2:*:*:*:*:*:*:*:

cpe:2.3:a:videolan:vic_media_player:1.0.3: " "

cpe:2.3:a:videolan:vic_media_player:1.0.4:*:* "

cpe:2.3:a:videolan:vic_media_player:0.5.0:*:*:*:**:*:*:

cpe:2.3:a:videolan:vic_media_player:0.5.1: "%

cpe:2.3:a:videolan:vic_media_player:0.5.2:*:*:*:*:*:*:*:

cpe:2.3:a:videolan:vic_media_player:0.5.3:*:*:*:**:*:*:

cpe:2.3:a:videolan:vic_media_player:0.6.0:*:*:*:*:*:*:*:

cpe:2.3:a:videolan:vic_media_player:0.6.1:*:*:*:*:**:*:

cpe:2.3:a:videolan:vic_media_player:0.6.2:*:**:*:*:*:™:

cpe:2.3:a:videolan:vic_media_player:0.7.0:*:"****:™:

cpe:2.3:a:videolan:vic_media_player:0.7.1 """ ™

cpe:2.3:a:videolan:vic_media_player:0.7.2:*:* " *:™:

cpe:2.3:a:videolan:vic_media_player:0.8.0:*:*:*:*:*:*:*:

cpe:2.3:a:videolan:vic_media_player:0.8.1: """ *:™:

cpe:2.3:a:videolan:vic_media_player:0.8.2:%:*:*:*:*:*:*:

cpe:2.3:a:videolan:vic_media_player:0.8.4:*:*:*:*:**:™:

cpe:2.3:a:videolan:vic_media_player:0.8.5:%:*:*:*:*:*:*:

cpe:2.3:a:videolan:vic_media_player:0.8.6:%:":*:*:*:*:*:

akLk kKKK LK,

cpe:2.3:a:videolan:vic_media_player:0.8.6a:*:*:*:*:*:*:*:

aKLk kLKL kLK LK,

cpe:2.3:a:videolan:vic_media_player:0.8.6b:*:*:*:*:*:*:*:

akLk kKL kLK Lk,

cpe:2.3:a:videolan:vic_media_player:0.8.6d:*:*:*:*:*:*:*:

akLk kKKK Lk,

cpe:2.3:a:videolan:vic_media_player:0.8.6e:*:*:*:*:*:*:*:

Skk ok akkakak.

cpe:2.3:a:videolan:vic_media_player:0.8.6f:*:*:*:*:*:*:*:



kKK kKKK,

cpe:2.3:a:videolan:vic_media_player:0.8.6g:*:*:*:"*:*:™:

Kk kKK kLK,

cpe:2.3:a:videolan:vic_media_player:0.8.6h:":*:*:***:*:
cpe:2.3:a:videolan:vic_media_player:0.8.6i:*:*:*:*:*:*:*:
cpe:2.3:a:videolan:vic_media_player:0.9.0:*:*:*:*:*:*:*:
cpe:2.3:a:videolan:vic_media_player:0.9.1: "
cpe:2.3:a:videolan:vic_media_player:0.9.10:*:****:*:*:
cpe:2.3:a:videolan:vic_media_player:0.9.2:*:*:*:*:*:*:*:
cpe:2.3:a:videolan:vic_media_player:0.9.3:*:*:*:**:*:*:
cpe:2.3:a:videolan:vic_media_player:0.9.4:*:*:****:*:
cpe:2.3:a:videolan:vic_media_player:0.9.5:*:*:**:**:*:
cpe:2.3:a:videolan:vic_media_player:0.9.6:*:**:*:**:*:

cpe:2.3:a:videolan:vic_media_player:0.9.8a:":*:*:"*:*:*:

cpe:2.3:a:videolan:vic_media_player:0.9.9:*:***:**:™:

cpe:2.3:a:videolan:vic_media_player:1.0.0:*:**:*"*:™:

cpe:2.3:a:videolan:vic_media_player:1.0.1: """

cpe:2.3:a:videolan:vic_media_player:1.0.2:%:* """

cpe:2.3:a:videolan:vic_media_player:1.0.3:%:":*:*:*:*::

cpe:2.3:a:videolan:vic_media_player:1.0.4:*:***:"*:

No vendor comments have been submitted for this CVE
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