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Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVLACUAUNCNIPAN Certain versions of Debian Linux from Debian contain the following
vulnerability:

The TSB I-TLB load implementation in arch/sparc/kernel/tsb.S in the
Linux kernel before 2.6.33 on the SPARC platform does not properly
obtain the value of a certain _PAGE_EXEC_4U bit and consequently
does not properly implement a non-executable stack, which makes it
easier for context-dependent attackers to exploit stack-based buffer
overflows via a crafted application.

CVE-2010-1451 has been assigned by & secalert@redhat.com to track the vulnerability

CVSS2 Score: f2ii=Low |

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

oss-security - kernel: execution possible in non- En ¢ > MLIST [oss-security] 20100224 kernel:
executable mappings in recent 2.6 kernels (SPARC only) execution possible in non-executable mappings in
recent 2.6 kernels (SPARC only)

Debian -- Security Information -- DSA-2053-1 linux-2.6 (© DEBIAN DSA-2053

text/html

'Execution possible in non-executable mappings in recent  [ETIET (D) MLIST [linux-sparc] 20100219 Execution
2.6 kernels' - MARC possible in non-executable mappings in recent 2.6



https://cve.report/
https://cve.report/CVE-2010-1451/mitre
https://cve.report/CVE-2010-1451/nist
https://cve.report/CVE-2010-1451/cve_org
https://cve.report/CVE-2010-1451.pdf
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.openwall.com/lists/oss-security/2010/02/24/1
http://www.debian.org/security/2010/dsa-2053
https://cve.report/CVE-2010-1451/29fdd256

aviSory

text/x-c

oss-security - Re: CVE Request [was Re: kernel:
execution possible in non-executable mappings in recent
2.6 kernels (SPARC only)]

Mailing List

Third Party Advisory
www.openwall.com
text/html

Debian update for linux-2.6 - Advisories - Community Third Party Advisory
web.archive.org

text/html

'Re: Execution possible in non-executable mappings in
recent 2.6' - MARC Mailing List
Third Party Advisory

text/x-diff

404: File not found Broken Link
www.kernel.org
text/plain

Inactive Link'| Not Archived

NEITICIS

¢ > MLIST [oss-security] 20100505 Re: CVE
Request [was Re: kernel: execution possible in
non-executable mappings in recent 2.6 kernels
(SPARC only)]

{ SECUNIA 39830

(D) MLIST [linux-sparc] 20100219 Re: Execution
possible in non-executable mappings in recent 2.6
kernels

A CONFIRM
www.kernel.org/pub/linux/kernel/v2.6/Changelog-
2.6.33

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.
There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Debian Debian Linux 5.0 All All All
System
Operating Debian Debian Linux 5.0 All All All
System
Operating Linux Linux Kernel All All All All
System
Operating Linux Linux Kernel All All All All
System

cpe:2.3:0:debian:debian_linux:5.0:*:*:*:

cpe:2.3:0:debian:debian_linux:5.0:*:*:*:***:*:

cpe:2.3:0:linux:linux_kernel: ™" **:*:

cpe:2.3:0:linux:linux_kernel:*:*:**:***:*:

No vendor comments have been submitted for this CVE
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