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PUBLIC

cve@mitre.org

CVE Program / NVD first with legacy fallback
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Cross-site scripting (XSS) vulnerability in Google Chrome before 4.1.249.1059 allows remote attackers to inject arbitrary we
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Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)
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Vendor Product Version Update Edition Language
Google Chrome 1.0.154.53 All All All
Google Chrome 1.0.154.59 All All All
Google Chrome 1.0.154.64 All All All
Google Chrome 1.0.154.65 All All All
Google Chrome 2.0.169.0 All All All
Google Chrome 2.0.169.1 All All All
Google Chrome 2.0.170.0 All All All
Google Chrome 2.0.172.2 All All All
Google Chrome 2.0.172.27 All All All
Google Chrome 2.0.172.28 All All All
Google Chrome 2.0.172.30 All All All
Google Chrome 2.0.172.33 All All All
Google Chrome 2.0.172.37 All All All
Google Chrome 2.0.172.38 All All All
Google Chrome 2.0.172.8 All All All
Google Chrome 3.0.182.2 All All All
Google Chrome 3.0.195.2 All All All
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Application Google Chrome 4.1.249.1024 All All All
Application Google Chrome 4.1.249.1025 All All All
Application Google Chrome 4.1.249.1026 All All All
Application Google Chrome 4.1.249.1027 All All All
Application Google Chrome 4.1.249.1028 All All All
Application Google Chrome 4.1.249.1029 All All All
Application Google Chrome 4.1.249.1030 All All All
Application Google Chrome 4.1.249.1031 All All All
Application Google Chrome 4.1.249.1032 All All All
Application Google Chrome 4.1.249.1033 All All All
Application Google Chrome 4.1.249.1034 All All All
Application Google Chrome 4.1.249.1035 All All All
Application Google Chrome 4.1.249.1036 All All All
Application Google Chrome 4.1.249.1042 All All All
Application Google Chrome 4.1.249.1045 All All All
Application Google Chrome 4.1.249.1046 All All All
Application Google Chrome 4.1.249.1047 All All All
Application Google Chrome 4.1.249.1048 All All All
Application Google Chrome 4.1.249.1049 All All All
Application Google Chrome 4.1.249.1050 All All All
Application Google Chrome 4.1.249.1051 All All All
Application Google Chrome 4.1.249.1052 All All All
Application Google Chrome 4.1.249.1053 All All All
Application Google Chrome 4.1.249.1054 All All All
Application Google Chrome 4.1.249.1055 All All All
Application Google Chrome 4.1.249.1056 All All All
Application Google Chrome 4.1.249.1057 All All All
Application Google Chrome All All All All
Reference

Issue 40138 - chromium - Security: XSS in chrome://downloads - An open-source project to help move the web forward. - Google Project Hos
Google Chrome Multiple Vulnerabilities - Advisories - Community
RETIRED: Google Chrome prior to 4.1.249.1059 Multiple Security Vulnerabilities

Google Chrome ‘chrome://downloads' Cross Domain Scripting Vulnerability

Gooale Chrome Releases: Stable Undate: Securitv Fixes
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NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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